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“On behalf of Brightpoint Community College, | want to sincerely thank the Go

Virginia Region 4 Council for the opportunity to lead the Talent Pathways Initiative

Planning for Advanced Pharmaceutical Manufacturing and Information Technology.

No one group can do it alone, and | am especially thankful for the expansive

network of representatives from the public, private, and nonprofit sectors whose
valuable insights and support were fundamental to the preparation of these reports.

Strong regional planning and collaborations lead to the growth of in-demand

industries and sustained socioeconomic vitality, and Brightpoint is proud to be an

active partner in the Central Virginia region’s vibrant ecosystem.”

—DR. BILL FIEGE, President, Brightpoint Community College

This report was produced through the collaborative efforts of numerous organizations and individ-
uals dedicated to strengthening the workforce and economic opportunities in GO Virginia Region
4. The research, analysis and findings presented in this report were developed as part of the GO
Virginia Talent Pathways Initiative and reflect the invaluable input of stakeholders from education,

industry and the economic development sectors.

We extend our sincere appreciation to the Region 4 Talent Pathways Initiative Advisory Board and
partners for their insights and guidance throughout this process:
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Chesterfield County Economic Development
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City of Richmond Department of Economic
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Manufacturing

Community College Workforce Alliance
(CCWA)

Community Foundation for a greater
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Grow Capital Jobs Foundation
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This work would not have been possible without the time, expertise and perspectives shared by
business leaders, education providers and workforce professionals who participated in interviews,
roundtable discussions and data-collection efforts. Their contributions provided valuable context
and helped shape the findings and recommendations in this report.

Finally, we recognize the dedicated efforts of all those involved in fostering a thriving talent
ecosystem in GO Virginia Region 4. Through continued collaboration, we can build sustainable
pathways that align workforce development with the evolving needs of the advanced
pharmaceutical manufacturing and information-technology sectors.

This project was funded in part by GO VIRGINIA, a state-funded initiative administered by the
Virginia Department of Housing and Community Development (DHCD) that strengthens and di-
versifies Virginia’s economy and fosters the creation of higher wage jobs in strategic industries.

We extend our deepest appreciation to the organizations that provided generous financial
support for this initiative. Their investment in the future of workforce development and regional
economic growth has made this work possible.

We are especially grateful to GO Virginia for its leadership and commitment to advancing talent
development across the commonwealth. Additional financial support was provided by the
Commonwealth Center for Advanced Manufacturing, the Community Foundation for a greater
Richmond, ChamberRVA, Chesterfield County Economic Development, City of Richmond De-
partment of Economic Development, Henrico County Economic Development, Hanover County
Economic Development and Brightpoint Community College.

Their contributions reflect a shared dedication to building a strong, resilient and forward-
looking GO Virginia Region 4 workforce.

The Talent Pathways Initiative Report was completed in two phases, each addressing specific
deliverables essential to understanding and supporting the regional IT workforce.

The first phase focuses on gathering foundational data and insights, structured around four
primary deliverables:

* A situational analysis of the region’s IT employers and workforce needs.

* An asset map of the region’s IT training resources, including career and technical education,
workforce certifications and degree programs.

* An analysis of the occupational, skills and training gaps that could hinder growth in the IT
sector.

* A development plan for the IT Talent Pipeline.



To meet these deliverables, an experienced external consultant with a background in workforce
and education strategy conducted research. The approach included online research, surveys,
stakeholder interviews and community discussions. Engagements involved diverse stakeholders,
such as community members, economic-development professionals, industry representatives,
employers, educators and the general public, and took place through individual interviews, small
group sessions and professional meetings. These interactions informed the research direction and
ensured a broad range of [T-related perspectives. This phase culminated in a draft report synthe-
sizing the findings aligned with each project deliverable.

In the second phase, findings from phase one will be further refined through additional engage-
ment with the IT community. This phase will invite stakeholders to review, provide feedback and
contribute additional insights, ensuring comprehensive coverage of all relevant viewpoints and
priorities. This collaborative review will also help to identify any overlooked gaps and allow for a
reassessment and reprioritization of critical findings.

Given the broad scope of skills, talents and technological developments encompassed by the IT
field, this methodology prioritizes inclusivity and thoroughness to create a report that accurately
reflects the region’s unique characteristics and workforce dynamics.

This report reflects the generous contributions of insight and experience from numerous GO
Virginia Region 4 stakeholders. With the support of Smart Resources Consultants, the Talent
Pathways Initiative engaged a wide range of participants from the information technology sector,
including business leaders, mid-level managers and end users. These voices were essential in
shaping the findings and recommendations of this report.

In winter 2025, ChamberRVA and the Emporia-Greensville Chamber of Commerce helped reach
an audience for a second survey. This expanded outreach helped ensure that our findings reflect-
ed the diversity of IT activity and regional workforce needs.

More than 80 individuals representing over 60 companies contributed through interviews, surveys
and focus groups. While a full list of participating companies is typically expected in a report of
this nature, many contributors, particularly those in mid-level roles, participated in an individual
capacity rather than as formal representatives of their organizations. Several people in leadership
roles requested anonymity due to internal company policies requiring legal or marketing review for
external attribution. Due to these concerns, we have chosen not to include company names in this
publication. We have requested and received input from many of those companies listed within the
regional Chambers of Commerce.

We remain deeply grateful for the candor and engagement of all who shared their perspectives.
An array of business leaders, educators, students and workforce professionals from across the

region provided invaluable input that offered a broad and meaningful perspective of the IT talent
landscape.



This report, developed through the GO Virginia Region 4 Talent Pathways Initiative (TPI), compre-
hensively analyzes the IT sector within the Greater Richmond region. It highlights workforce needs,
educational assets and critical gaps that must be addressed to foster sustainable IT industry
growth. The findings result from extensive stakeholder engagement, data analysis and regional
economic and workforce research. They offer actionable recommendations for strengthening the
region’s IT talent pipeline.

Situational Analysis of the IT Workforce and Industry Needs
The IT sector in Greater Richmond is a vital economic driver, providing essential digital
infrastructure, cybersecurity and software-development services across multiple industries,
including finance, telecommunications and health care. Richmond has been identified as a top
50 tech talent market, with over 28,290 IT professionals and 2,355 annual IT graduates. However,
despite these strengths, the region faces notable challenges:

e There is a significant split in the demand for supportive IT and computer science/high-tech
roles within the workforce. This leads to an abundant workforce in some areas, but some
specific roles lack a qualified and experienced workforce.

* A growing emphasis on artificial intelligence (Al), cloud computing and automation necessitates
curriculum adjustments at educational institutions. Many businesses also want to blend in
additional content including business, health care or finance.

* Employers prioritize experience and practical skills over formal degrees, with many hiring
individuals from nontraditional IT backgrounds.

Asset Mapping of IT Training and Educational Resources
The region has a well-established educational
ecosystem that supports IT workforce development, F——
including community colleges, four-year universities,
certification programs and specialized training initia-
tives. Notable assets include: able talent pipeline is essential

“Building a strong and sustain-

* Dual-enrollment programs and industry-recognized to fueling the long-term growth
certifications in secondary education provide
quick pathways for students still in high school.

« CCWA training programs provide rapid upskilling and IT. By fostering partnerships
opportunities, and community colleges offer
certificates, associate degrees and pathways
for 2+2 program options. These programs workforce development, we can
include a range of IT-related offerings, such as align skills with industry needs and
cybersecurity, networking, programming and data
analytics, designed in collaboration with industry
to align with local workforce needs. future-ready careers.”

opportunities in biotechnology

between business, education, and

create pathways to meaningful,

Virginia’s Tech Talent Investment Prog.ram aims _DR. LORI J. DWYER,

to expand the IT workforce by producing 32,000 Vice President of Academic Affairs
additional graduates in computer science and Reynolds Community College
related fields over 20 years.



Despite these strengths, barriers to educational access persist, particularly in work-based learning
experiences and the integration of Al and cloud-computing technologies into curricula.

Occupational, Skills and Training Gaps
Employers across the region report gaps in both technical and soft skills:

* Technical Gaps: Artificial Intelligence, cloud infrastructure, cybersecurity (including Al-driven
security measures), modern software development frameworks and business IT automation.

* Soft Skills Gaps: Communication, critical thinking, adaptability and project management.

* Work-Based Learning Challenges: Many businesses struggle to offer meaningful internships and
apprenticeships due to logistical constraints and onboarding complexities. These gaps highlight
the need for education-industry collaboration to ensure students gain the skills required for the
evolving job market.

IT Talent Pipeline Development Plan
To address the identified gaps and maximize economic opportunities in IT, the report recommends
a regional IT Talent Pipeline Development Plan focusing on three key areas:

* Governance: Establish a centralized IT workforce coalition to align stakeholders, coordinate
industry-education partnerships and advocate for funding.

* Education and Training: Expand K-12 IT integration, enhance community college IT offerings
and develop stackable credentials to support lifelong learning.

* Experiential Learning and Workforce Alignment: Strengthen apprenticeship and internship
models, incentivize employer participation and increase student access to real-world IT projects.

——— The Greater Richmond region stands at a critical
juncture in IT workforce development. While the
The region can secure its area boasts a strong foundation in IT education and

industry presence, significant challenges must be
addressed to ensure continued growth and global
implementing a coordinated competitiveness. The region can secure its position
as a leading IT hub by implementing a coordinated
talent-development strategy that fosters collabora-

position as a leading IT hub by

talent-development strategy

that fosters collaboration tion between educational institutions and employers
. and embraces emerging technologies such as Al
institutions and employers This report serves as a roadmap for policymakers,

educators and industry leaders to create a robust,
inclusive and forward-thinking IT workforce eco-
technologies such as Al and system that meets businesses’ evolving needs and
sustains regional economic prosperity.

and embraces emerging

cloud computing.



INTRODUCTION

This report is the product of a regional partnership led by Brightpoint and Reynolds Community
colleges and the CCWA and made possible by a GO Virginia Region 4 Talent Pathways Initiative
grant. Additional support from regional civic and economic partners and advisers ensured the
initiative’s success. This report will explore the IT industry cluster in the Capital Region, identifying

the talent gaps and the best pathway to leveraging various business, community and economic
partners. The key foci for this report include:

 Situational analysis of the region’s IT employers and workforce needs (TPI#1)

* Asset map of the region’s IT training resources, including career and technical education,
workforce, certifications and degrees (TPI#2)

* Analysis of the occupational, skills and training gaps that could hinder industry growth (TPI#3)
* Information Technology Talent Pipeline Development Plan (TPI#4)




What is Information Technology?

This document will look at several elements within IT. It
will examine the entire sector, from supportive services
and financial technology to high-tech and theoretical
development. The region is, however, split into two main
categories of IT. Supportive services, or supportive IT, in-

cludes many businesses that use technology in their daily

operations, including finance, insurance, marketing and

sales. On the computer science/high-tech side, there is
development in data centers, creation and application of
Al, and support for large businesses, which may require

more coding, software development and cybersecurity.

This report will document IT’s differentiation in one of two ways. Supportive services and appli-
cations of IT, including low-code and no-code enterprise business software, will be documented
as supportive IT. When the document references the inclusion of high technology and theoretical
applications, it will be referenced as computer science/high tech.

Supportive IT as an Educational Pathway and Industry Cluster

Supportive [T, an educational pathway that is distinct from computer science, provides a structured
academic program to prepare students for careers in the supportive IT industry. This pathway cov-
ers a wide range of disciplines integral to computing and information systems, including:

* Computer Programming: Teaching programming languages and software development
methodologies.

¢ Networking: Instruction on designing, implementing and managing computer networks.
e Cybersecurity: Training on methods to safeguard systems and data from cyber threats.
* Database Management: Providing skills to store, retrieve and manage data efficiently.

* Information Systems Analysis and Design: Developing abilities to assess business needs and
design IT solutions.

* Emerging Technologies: Exploring areas such as Al, cloud computing and the Internet of
Things.

Students in this pathway benefit from a blend of theoretical learning and practical experiences,
including labs, internships and projects, to build critical thinking, problem-solving abilities and
technical skills. Within GO Virginia Region 4, students often envision careers in IT sectors, such as
finance, marketing, software development, consulting and data management.



As an industry cluster, supportive IT represents a geographically concentrated network of inter-
connected companies, suppliers, service providers and associated institutions within the IT sector.
This cluster comprises diverse organizations, including:

* Software Development Firms: Creating applications, systems software and middleware.

* Hardware Manufacturers: Producing essential physical components such as computers, servers
and networking equipment.

e |IT Consulting and Services: Offering IT strategy, implementation and maintenance expertise.

* Finance and Data-Focused Businesses: Providing support for the flow of data within a business.

* Telecommunications Companies: Providing internet, phone and data communication services.
* Cybersecurity Firms: Specializing in the protection of information assets and risk management.

* Data Centers and Cloud Service Providers: Supplying infrastructure for data storage and cloud-
computing services.

The supportive IT sector thrives on shared expertise, access to specialized suppliers, a skilled
workforce, and collaborative innovation. This creates a competitive environment that drives tech-
nological advancement, productivity and economic growth. Governments and economic agencies
often support IT clusters to stimulate investment, job creation and global competitiveness.

As this IT landscape evolves, there is a growing demand for specialists who integrate IT into core
business functions, particularly for small and medium-sized businesses adopting low-code or no-
code solutions. This change redefines IT from a supportive role to a strategic business asset.

With many regional students interested in enterprise software, expanding educational programs
aligned with these interests is crucial. This would open pathways into emerging IT fields and rein-
force the sector’s role in economic development and digital transformation.

In some communities, this pathway may also be referred to as FinTech or InsurTech'.

The computer science educational pathway provides a rigorous academic foundation to develop
expertise in computational problem-solving, software engineering and theoretical principles

of computing. Unlike supportive IT, which often emphasizes practical application in business,
computer science focuses on the core algorithms, logic and mathematical structures underlying
computing systems. Students pursuing this pathway gain a deep understanding of both the
theoretical and practical aspects of computer science, encompassing:

* Algorithms and Data Structures: Learning to organize and manipulate data to solve complex
computational problems efficiently.

» Software Engineering: Covering the entire software development life cycle, from requirements
gathering to design, coding and testing.

* Operating Systems: Studying how operating systems manage hardware, software resources
and support applications.

* Theory of Computation: Exploring the mathematical foundations of computation, including
logic, automata theory and computational complexity.

* Al and Machine Learning: Examining the tools and methodologies that enable machines to
learn, adapt and perform intelligent tasks.

1 “Insurance Topics | Insurtech | NAIC.”

10



* Cybersecurity: Focusing on the principles of secure system design, cryptography and
methods to protect data integrity and privacy.

° Emerging Technologies: Exploring advancements in quantum computing, computer graphics
and bioinformatics.

Computer science students are encouraged to engage in theoretical studies, hands-on projects,
internships and research opportunities. This combination fosters critical thinking, analytical skills
and technical expertise, equipping graduates to tackle complex problems and contribute to inno-
vations across industries. In GO Virginia Region 4, computer science students are often interested
in software development, data science, research and development, Al and cybersecurity.

As an industry cluster, computer science represents a concentrated ecosystem of interconnected
organizations, research institutions, suppliers and service providers at the forefront of technology
and computational science. The cluster includes a range of specialized entities, including:

» Software Development and Engineering Firms: Focused on creating and optimizing software for
applications, operating systems and complex computational systems.

* Research and Development Labs: Corporate and academic labs dedicated to exploring cutting-
edge fields such as Al, machine learning, quantum computing and computational biology.

* High-Performance Computing and Cloud Infrastructure Providers: Offering large-scale
computing resources that enable data-intensive research, simulations and innovations. These
efforts include regional work on mainframe systems for local businesses and security research.
Cloud infrastructure can tie back to supportive IT as the industry evolves in storage and data
transfer.

* Cybersecurity Firms: Specializing in advanced cybersecurity technologies, cryptographic
solutions and secure system design to protect against sophisticated digital threats.

* Al and Machine Learning Companies: Developing tools and applications for Al-driven
processes, predictive analytics and intelligent systems in industries such as health care, finance
and manufacturing.

The computer science cluster thrives on shared expertise, a specialized workforce and collabora-
tive R&D, fostering a competitive environment that drives technological advancement, productivity
and economic growth. Recognizing its significance, governments and economic agencies often
support this cluster through funding, incentives and policies that attract investment, create jobs
and enhance global competitiveness.

As both an educational pathway and industry cluster, computer science is pivotal in driving tech-
nological progress, digital transformation and high-skilled employment. This network of business-
es, academic institutions and government fosters a collaborative environment where technology
advances to address global challenges.

With the industry’s demand for specialists skilled in technical proficiency, interdisciplinary collabo-
ration and computational applications, supporting educational pathways aligned with these needs
is essential. Many regional students aspire to work in advanced computing environments, such as
those at VCU with IBM Z16. Expanding access to fields such as Al, quantum computing and data
science will strengthen the cluster’s role in economic growth and technological innovation.

11



TPI#1: Situational analysis of the region’s information technology employers
and workforce needs

The Greater Richmond Region’s IT and computer science sectors are broad, vibrant and rapid-

ly expanding, positioning Richmond as a significant hub for tech-driven innovation and support
across various industries. Richmond’s IT and computer science industries provide critical support
to companies large and small as they embrace digital transformation, encompassing a wide array
of fields, including finance, telecommunications, marketing, internet publishing, data processing
and media. As emerging fields like Al and virtual environments expand, Richmond’s IT and com-
puter science sectors will be essential to supporting and advancing these innovations.

Richmond’s Information Technology sector is extensive and interwoven with the region’s economic
fabric, with IT roles frequently focused on providing supportive services to enhance operational
efficiency across other industries. Major areas within the IT cluster include:

* Finance and IT Consulting: The finance industry is a key player in Richmond, with institutions
such as Capital One leading the way in digital finance, risk management and data analytics. IT
consulting firms support businesses with strategy, system implementation and IT maintenance,
creating a tech-forward environment that drives success for regional companies.

* Telecommunications and Data Processing: Telecommunications providers, internet services
and data-processing firms form another vital component of Richmond’s IT cluster, ensuring that
businesses stay connected, data remains accessible and communication channels are secure.
This infrastructure supports the region’s economic growth and is essential for service centers,
data warehouses and cloud-computing facilities.

* Cybersecurity: Richmond’s IT sector also includes specialized cybersecurity firms focused
on securing sensitive information and managing security risks for organizations in the region.
These firms are instrumental in protecting companies from digital threats, ensuring data privacy
and safeguarding critical assets — a demand that is only growing as the region’s digital footprint
expands.

* Data Centers and Cloud Services: Richmond is also home to data centers and cloud-service
providers that support the data storage and processing needs of industries in finance, retail
and beyond. As companies expand their digital operations and data needs, these providers are
crucial in maintaining smooth and secure information flow.?

The Greater Richmond region is emerging as an attractive location for data centers, driven by its
strategic position along the East Coast and proximity to vital deep-sea fiber-optic cables that en-
hance connectivity. Data centers are known for their significant contributions to local tax revenues,
which can bolster economic development and public services in host localities. This potential
influx of revenue positions the region as a competitive site for large-scale technological infrastruc-
ture investment.

2 Tozzi, “Why Communities Are Protesting Data Centers — And How the Industry Can Respond.”
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However, the development of data centers also presents notable challenges. These facilities
require substantial land and resources, including electricity and water, which can strain local
infrastructure and raise environmental concerns. Additionally, while data centers provide significant
economic benefits during construction, they generate relatively few permanent jobs once opera-
tional, leading some to question their long-term impact on workforce development.

Local opposition is another critical concern. Known as the Not In My Back Yard (NIMBY) phenom-
enon, this resistance stems from perceptions of construction-related disruptions, ambient noise
from cooling systems and the visual impact of large industrial buildings. Balancing the economic
advantages with community concerns will be essential as the region considers policies to attract
and regulate data center development. Titled “Why Communities Are Protesting Data Centers —
And How the Industry Can Respond”® by DataCenter Knowledge.

The Greater Richmond region can leverage its competitive advantages while fostering sustainable
and community-supported growth by proactively addressing data center benefits and concerns.

Computer Science in Greater Richmond

Richmond’s computer science sector is equally dynamic, marked by innovation and research and
development (R&D) in emerging fields. In contrast to the applied focus of IT, computer science

in Richmond often emphasizes foundational computing research and development, supporting
innovations that influence sectors far beyond the region. Core areas within the computer science
cluster include:

* Software Development and Engineering: Companies across Richmond are engaged in software
development, creating applications, systems, and platforms that drive digital transformation.
Firms like CarMax leverage software engineering to enhance business processes, from
inventory management to customer experience, positioning Richmond as a significant player in
software innovation.

* Al and Machine Learning: Al and machine learning companies contribute to Richmond’s tech
ecosystem by developing intelligent systems and data-driven applications. These companies
support innovations like predictive analytics, automation and customer insights, enabling
industries to gain a competitive edge. Groups such as Al in RVA are trying to establish the
Richmond region as an Al hub

The Greater Richmond
region is emerging as

an attractive location for
data centers, driven by its
strategic position along the
East Coast and proximity
to vital deep-sea fiber-
optic cables that enhance

connectivity.

3  Tozzi.
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https://www.datacenterknowledge.com/data-center-construction/why-communities-are-protesting-data-centers-and-how-the-industry-can-respond
https://www.datacenterknowledge.com/data-center-construction/why-communities-are-protesting-data-centers-and-how-the-industry-can-respond

* Cybersecurity and Cryptography: Richmond is also home to cybersecurity firms specializing
in advanced data protection and secure system design, which are essential to safeguarding
organizations across sectors, including health care, finance and government. Companies such
as Dominion Power work to ensure that cyber threats do not pose a risk to energy needs within
the region; others secure various forms of financial data, including Capital One.

* High-Performance Computing and Cloud Infrastructure: Richmond’s high-performance
computing and cloud infrastructure providers enable companies to perform data-intensive
tasks and complex simulations, serving as the backbone for industries that rely on massive
data-processing capabilities. Several companies working on projects such as this may use a
local data center such as the QTS Data Center to host their computers and access the internet
pipelines that run through Virginia.

The Greater Richmond Region’s tech sector is well-positioned to embrace growth opportunities
in cybersecurity, data centers, customer service and support centers. The rise of virtual and Al
technologies promise additional demand for skilled professionals and support services within IT
and computer science, underscoring the region’s potential to be a leader in digital transformation
and innovation.

By defining Richmond’s IT and computer science clusters as foundational to the local economy,
it's clear that these industries are more than just supportive — they drive employment, economic
growth and technological advancement across the region. As Richmond continues to attract tech
talent and investments, the interconnectedness of these sectors will remain crucial to its success
in the rapidly evolving digital landscape.

Real estate firm CBRE published a report titled “Which are the top-ranked Tech Talent Markets?,”
which lists the Greater Richmond region in 2024 as a top-50 tech-talent market and home to more
than 28,290 tech professionals. During the 2022-23 school year, the region graduated 2,355 IT
students, according to the Virginia Office of Education Economics (VOEE)?® trained in information
technology, which includes advanced computer and IT skills from seven regional higher-education
institutions. The 2,355 IT graduates listed are those who went through a State Council of Higher
Education (SCHEV) reporting institution; there are others who graduated from private institutions,
hold career studies certificates (143) or passed certification tests on their own before procuring a
terminal degree. Richmond Economic Development Office’s reporting” also states that 44% of the
region’s tech talent identify as nonwhite. City and county economic development offices promote
various incentives and innovation practices, helping grow tech-related businesses.

The Computing Technology Industry Association (CompTIA) Report “State of the Tech Workforce”®
states that Virginia is in the top 10 of states by net tech employment job gains, second behind
Florida in the number of new tech business establishments, number seven in tech economic
impact and third for job postings for tech openings. Regarding the highest concentration of tech
workers relative to overall employment in a region, Virginia is the third highest (8.9%) relative to
other industry sectors. Looking at median tech occupation wages, Virginia is 146% higher than the
median state wage.

“Scoring Tech Talent 2024.”

“Virginia Post-Secondary Completion Dashboard — The Virginia Office of Education Economics.”
“VA Education and Workforce Alignment Dashboard in IT — GOVA 4.”

“Richmond Information Technology.”

“State of the Tech Workforce Nationwide, State, Metro Area.”

@ N O O
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Brookings Workforce of the Future provides the Smart Growth Strategies: Industry Report for the
Richmond MSA?®, which lists several potential areas for growth, including IT sectors. Their recom-
mendations to ensure growth in the region within the IT market include areas in which the region
may need to grow its tech-talent pathways. Their numbers are not the same as some of the data
presented by VOEE, but they still represent a comparable set of data regarding growth in the sec-
tor. The five categories below represent jobs they identified as essential to tech growth and their
predicted change over the next 10 years.

e Computer Programmers — 31

* Software Developers, Software Quality Assurance Analysts and Testers — 1,714
* Computer Network Architects — 112

* Computer Systems Analysts — 507

* Web Developers and Digital Interface Designers — 132

Brookings lists all of these roles as requiring a bachelor’s degree.

According to the 33rd Annual Corporate Survey & the 15th Annual Consultants Survey'?, the No. 1
factor in the location decision considered “very important” or “important” by more than 90% of re-
spondents is the availability of skilled labor. As a result, Virginia developed the Virginia Tech Talent
Investment program as part of its bid to attract Amazon to the state for its second headquarters
facility.

Virginia’s Tech Talent Investment Program (initiated in 2018)'" has a significant influence, although
it is not exclusive to GO Virginia Region 4. The commonwealth of Virginia, donors and corporate
partners are investing more than $2 billion to expand Virginia’s tech-talent pipeline. This program
supports pathways from community colleges through universities, including bachelor’s and grad-
uate degrees. It also supports the growth of internship programs, all aimed at graduating 32,000
additional students in computer science and related fields. The goal was to double the number of
graduates in these programs each year.'?

The support for the Tech Talent Investment Program comes from various sources; however, there
is a wealth of companies within Virginia could contribute and support the initiatives to drive this
ambitious goal and support internship opportunities for students choosing this pathway.

The Greater Richmond Partnership (GRP) is the regional economic development organization for
the city of Richmond and Chesterfield, Hanover and Henrico counties. The GRP has worked to
collect numbers that successfully represent the region’s IT landscape and potential for growth in
the sector's.

* Richmond’s metro region employs 660,000 people and 24,000 computer workers.
* 2,430 IT-related firms are in the greater Richmond region.

* Colleges produce over 33,800 computer and IT graduates annually within 150 miles of the
region.

* The Interconnection hub on the eastern seaboard offers direct low-latency connectivity from four
subsea cables (MAREA, BRUSA, SAEXx, and Dunant).

* Electric service rates for industrial customers are 8 percent below the national average.

* The average annual wages for computer and mathematical occupations are about 17% lower
than in Washington, DC.

9 “Smart Growth Strategies.”

10 “33rd Annual Corporate Survey & the 15th Annual Consultants Survey.”

11 “§ 23.1-1240. Tech Talent Investment Fund Created.”

12 Harder and Wright, “Virginia’s Big Bet on Tech Talent Is Working. Other Regions Are Watching Closely and Taking Notes.”
18 “IT Industry | Greater Richmond Partnership | Virginia | USA.”
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https://www.areadevelopment.com/Corporate-Consultants-Survey-Results/Q1-2019/33nd-annual-corporate-survey-15th-annual-consultants-survey.shtml
https://www.areadevelopment.com/Corporate-Consultants-Survey-Results/Q1-2019/33nd-annual-corporate-survey-15th-annual-consultants-survey.shtml
https://www.areadevelopment.com/Corporate-Consultants-Survey-Results/Q1-2019/33nd-annual-corporate-survey-15th-annual-consultants-survey.shtml

Regional Economic Development Authorities and the Virginia Innovation Partnership Corp. pres-
ent the region as ready to support [T-related businesses and expand to include growth and new
businesses. Wages within the region and the IT industry sector are below national averagesi4.
Average annual wages for computer and mathematical occupations are about 17% lower than

in Washington, D.C. according to 2019 Chmura data reported in Greater Richmond Partnership
documentation on Information Technology'*. This could be a draw for new businesses and provide
a range for growth.

One point about many jobs and wage averages is that as people advance through career path-
ways, many diverge from the Bureau of Labor Statistics classifications of a role, such as comput-
er science, and may move more into a management role. This potential change in classification
impacts all jobs/career pathways and will influence roles seen as middle and upper management
within IT.

The Global Internet Hub (GIH)™ is an initiative of RVA757 Connects16, a 501(c)(3) organiza-

tion focused on advancing economic prosperity. By defining this joint venture between the RVA
and 757 (the Hampton Roads area, which uses the area code 757) regions as a megaregion, it
becomes more competitive. The GIH Council is responsible for implementing RVA757 Connects’
Global Internet Hub Strategic Plan. Its work is to collect data for the collective region of Richmond
and Hampton Roads. Combining the regions will make the RVA757 more competitive with other
large national regions, the council contends. A megaregion that includes both the Greater Rich-
mond and Hampton Roads regions can create additional growth opportunities in space, industrial
support and educational pathways. It also puts the region in line with other larger potential com-
petitors in terms of population and capacity to meet more considerable technology growth. This
megaregion effort has identified that the Richmond/Hampton region’s 10-year annual IT growth
rate is below that of direct competitors and the national average.

The rise of virtual and Al
technologies promise
additional demand for
skilled professionals and
support services within

IT and computer science,
underscoring the region’s
potential to be a leader in
digital transformation and

innovation.

14 “IT Industry | Greater Richmond Partnership | Virginia | USA”
15 “Global Internet Hub.”
16 “RVA757 Connects.”
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https://www.globalinternethub.org/
https://rva757connects.com/

The Interstate Highway 64 Innovation Corridor, comprising the Greater Richmond area and Greater
Hampton Roads region, projected that the number of new IT jobs over 10 years would be 5,599.

If you include those leaving the workforce (11,226) and those moving beyond a particular role
(19,629) over the next 10 years, the Richmond/Hampton region will need to fill 36,454 positions

The tech demand assumes that businesses will continue to grow in the region. Given the growth
and support within the IT sector statewide, Richmond is poised to see increased development.
The region’s comparable markets have started to see this growth, and they lack Richmond’s prox-
imity to the transatlantic cables, existing technological industry growth in Data Centers and invest-
ments such as the Virginia Tech Talent Investment Program17.

The following two charts are either from the Virginia Office of Education Economics (High Demand
Occupations Dashboard) or have been redeveloped using data from the dashboard18,19. The
data is based on historical inputs and includes supportive IT and computer science/high-tech
roles, which are included in the IT Career Cluster. Full IT inclusion could potentially conflict with
some of the data presented by JobsEQ and Lightcast as well as GIH research findings. Their data
does not include all of the roles listed within VOEE datasets (which includes more supportive IT
roles).

Statewide Information Technology High-Demand Jobs with Five-Year Projections

Current View Select | Region Type Region Name VOEE Career Cluster VOEE Career Pathway Typical Entry-level Education
iti Statewide All Information Technology All All
@ 2024 High Demand Add::‘i‘;:::;
O All Virginia Occupations High Demand Occupations FastForward (FF) Funding Eligiiity  G3 Funding Eligibility STEM Occupations Active Registered Apprenficeship
Al A Al Al Al

2024 High Demand: 361 Occupations

Occupation High Funding STEM Registered A Waorkforce A Avg. Annual Openings A Workforce Change @ # A Median Eamings

(SOC Code and Occupation Description) Demand Occupations ~ Apprenticeship ¥ Current Vear ¥ 5 Yr Projection ¥ 5 ¥r Projection (O% ¥ Current Year

15-1252 Software Developers e e ¥ S&E s _ 90,021 |:| 7,975 _ 8,681 _ $130,899
13-1161 Market Research Analysts and Marketing Special.. s :| 25414 |:| 3,191 - 280 |:| $67,641

13-1082 Project Management Specialists v ' ' ' - 32,750 |:|2,994 |:|1‘409 _ 5102747
15-1232 Computer User Support Specialists s s / S&E s :| 24,206 :| 2213 D 1,348 |:| $60,461

15-1211 Computer Systems Analysts s s 7 S&E :25‘561 :2‘081 D 1,091 _ 5105,948
15-1212 Information Security Analysts v v s S&E ' l:l 19,150 :' 1,889 :| 2,150 _ $130,091
15-1289 Computer Occupations, All Other s s g S&E rs l:l 16.895 |:| 1,516 l:l 1,275 _ 5119547
15-1244 Metwork and Computer Systems Administrators v s 4 S&E ' :| 16,738 |:| 1,243 D24D _$103,698
15-1253  Software Quality Assurance Analysts and Testers e J < S&E D 8,627 |:| 782 D 707 _ 5105558
15-1231 Computer Network Support Specialists v v 4 S&E ' D?.Hl} |:| 637 D317 _$TB,DSB
15-2051 Data Scientists ' S&E D 5,089 |:| 577 D 928 _ $131,978
15-1254 Web Developers ' ' ' S&E D 5,489 D 521 D 478 _ $97.333
15-1243 Database Architects v v v S&E D 6,856 D 511 [| 99 _ $127,151
15-1255 Web and Digital Interface Designers s s g S&E D 4175 |:| 457 D 456 I:l 574,197
15-1242 Database Administrators v v ' S&E ' D 5,681 |:| 433 [| 142 _ $99,170

17 “§ 23.1-1240. Tech Talent Investment Fund Created.”
18 “High Demand Occupations for IT — State Level.”
19 “High Demand Occupations in IT — Richmond MSA.”
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https://law.lis.virginia.gov/vacode/title23.1/chapter12.1/section23.1-1240/
https://voee.org/virginia-2024-high-demand-occupations-dashboard/
https://voee.org/virginia-2024-high-demand-occupations-dashboard/

In Virginia, workforce change during the next five years in the top 15 high-demand jobs within the
VOEE Career Cluster of Information Technology, could equal 27,020 annual job openings and
22,160 new positions.

The following chart includes all IT jobs for the Richmond MSA. The two roles listed that are not

considered in high demand are computer network architects and computer programmers.

Richmond Virginia MSA Information Technology Jobs with Five-Year Projections

Virginia 2024 High Demand Occupations Dashboard - including all VOEE R
Information Technology Career Cluster Roles
Average |Workforce |Workforce
Annual | Change 5 | % Change |Workforce | Median
Typical Entry Level |VOEE Career Openings Year 5 Year Current Annual
S0C Code |S0C Name Education Pathway Next 5 ¥rs | Projection | Projection Year Earnings
15-1252 Software Developers Bachelor's degree Programming and
Software Go4 637 7.6% g,154| 5122322
Development
13-1181 r.1ﬁrk?t Research Analysts and Marketing Bachelor's degree |I1fEII'ITIﬁtIE!I'I Support 57 394 g.2% 4276 %64,099
Specialists and Services
13-1082 Project Management Specialists Bachelor's degree |I1fEII'ITIﬁtIE!I'I Support 410 171 37% 4589 587,071
and Services
= — -
15-1232 Computer User Suppert Specialists Some college, no Info I'ITIﬁtIE!I'I Support 254 59 1.9% 3188 554,052
degree and Services
151211 Computer Systems Analysts Bachelor's degree Programming and
Software 250 39 1.2% 3,348 101,814
Development
c ;
15-1244 Net\.-..I u.rk and Computer Systems Bachelor's degree Network Systems 131 = 03% 1,851 595,322
Administrators
151212 Information Security Analysts Bachelor's degree Network Systems 129 127 g.29%, 1,386| 5112538
= - ; -
15-125% Computer Occupations, All Other Bachelor's degree |I1fEII'ITIﬁtIE!I'I Support 123 95 57% 1416 589,058
and Services
15123 Computer Network Support Specialists Associate’s degree  |Network Systems 78 12 1.3% 837 S68,430
T — ; -
15-2051 Data Scientists Bachelor's degree Info rrnatlc!n Support 75 104 14.5% 718 s119.781
and Services
5 195 : : :
15-1253 Software Quality Assurance Analysts and |Bachelor's degree Infurmatlc!n Support 88 53 5.6% 790 298,020
Testers and Services
Programming and
Software L] 52 6.6% 750 558,029
Development
15-1241 Computer Network Architects™ Bachelor's degree Network Systems 59 12 -1.3% 894 5121580
£ 175 " : W o
15-1254 Web Developers Bachelor's degree Web and. Dlg ital s a8 2.0% coo 586,206
Communications
LT m — - - -
15-1255 Web and Digital Interface Designers Bachelor's degree Info rmatlc!n Support s 51 9.99% 513 &75,271
and Services
W io
/eb and Digital 55 51 9.9% s13|  s75271
Communications
15-1242 Database Administrators Bachelor's degree Network Systems 45 4 0.7% 513 594,592
= - - -
15-1243 Database Architects Bachelor's degree Info rmatlc!n Support & B 0% 580 5135698
and Services
Metwaork Systems 42 ] 01% 530| 8135508
151251 Computer Programmers™ Bachelor's degree Programming and
Software 32 =13 -2.5% 438 595,208
Development
Totals 3,182
* Mot listed as High Demand, but within the Career Cluster

* In the Richmond MSA, the current IT-related workforce is 36,168, with an expected average

annual opening of 3,1822°,

* Richmond’s expected annual openings in IT (3,182) nearly reflect the numbers shared by

JobsEQ and Lightcast projections, with RVA 757Connects at 3,6452'. This should also include

the Hampton MSA. The difference is that the VOEE data includes a broader range of roles

and covers supportive IT (IT more focused on business development, insurance, finance and

marketing). The field is growing, not just in high tech, but also in supportive IT.

20 “High Demand Occupations in IT — Richmond MSA.”
21 “Tech Job Education Pipeline vs Demand.”
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Job Posting Analytics — who is hiring and what skills are they seeking
GO Virginia Region 4 Job Posting Analytics

Virginia Job Posting Analytics Explorer
Job posting analytics based on the previous 12-months of online job postings associated with selected occupation
Categories are ranked in descending order by number of postings

Job Postings Analytics Skills Trend

VOEE Occupational Group @
Information Technology

Region Type
Go VA Region

Region VOEE Occupational Subgroup
Al
Select

Filters

Industry Subsector Minimum Advertised Education Level Include Internships?

All All Job Postings

Include Staffing Companies?
All Job Postings

Top Industries
Custom Computer Programming Services

Employment Placement Agencies

Computer Systems Design Services

Commercial Banking

Other Management Consulting Services

Temporary Help Services

and General

Other Computer Related Services
Engineering Services

Other Scientific and Technical Consulting Services

Top Certifications

Project Management Professional Certification

Valid Driver's License

Cerfified Information Systems Security Professional
Ceriified Scrum Master

Security Clearance

Cerfified Information Security Manager

CompTIA Security+

Cerfified Information System Auditor (CISA)
CompTIA A+

Secret Clearance

Source: Job posting data for a selected region is sourced from Lightcast and updated monthly on a rolling 12-month basis. For more details on the Lightcast job postings analytics visit

Methodology

1t Consut

Top Companies
Deloitte

Astyra Corporation
Insight Global

Cynet Systems
Trillium Staffing

Gsk Solutions

ASGN

Innosoul

Brancore Technologies

Top Common Skills

Communication
Management

Troubleshooting (Problem Solving)

Problem Solving
Leadership
Planning
Operations
Writing

Customer Service

Information Technology

Top Job Titles

Data Analysts

Business Systems Analysis
IT Project Managers
Solutions Architects
Network Engineers
Technical Support Analysts
‘Systems Analysis

NET Developers

Software Engineers

Top Specialized Skills

Project Management

Agile Methodology

SQL (Programming Language)

Computer Science

Python (Programming Language)

Amazon Web Services
JavaScript (Programming Language)
Automation

Data Analysis

Lightcast Job Posting Analytics

3

Posting Intensity aQ

3 Month Rolling Average
2.6«
All

Occupations

2.5x Mov'23 Feb24 May'24  Aug'24
Median Duration (days) 2]

3 Month Rolling Average

1GQays /\ T

Qcgupations

20 days Nov'23 Feb'24 May'24 Aug'24

Top Software Skills

S ogramming ge)

Python (Programming Language)

JavaScript (Programming Language)

Microsoft Excel
Application Programming Interface (API)
Java (Programming Language)

Microsoft PowerPoint

Virginia
Offices
Educati

Econami:

VYOEE

According to analytics information®?, most requirements are beyond an associate degree (e.g., in
project management), which means that educational institutions need to prepare students for 2+2
programs or help them develop valuable work experiences that would assist them in garnering
the necessary skills to successfully apply for these positions. The region has identified a need
for experienced IT staff to fill many of these roles, a point reiterated in a majority of surveys and

interviews.

According to CompTIA data?® on the Richmond MSA, the region is more open to hiring individuals
who don’t possess a four-year degree. This is in contrast to VOEE Job analytics information that
suggests most positions could require a bachelor’s or greater.

In interviews and surveys, many businesses claim that experience or “fit” for their community
or office culture is more important than having a four-year degree; however, the competition is
significant. Many IT-related and non-IT university graduates are filling first-time computer-oriented
positions. More details are provided in the report on page 30.

22 “VA Job Posting Analytics Explorer on IT — GOVA 4.”
23 “State of the Tech Workforce Nationwide, State, Metro Area.”
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GO Virginia Region 4 Job Postings Skills Trends

Virginia Skills Trend Analysis

This dashboard highlights the fastest-growing, declining, and emerging skills in Virginia and its regions
based on changes in trends observed in online job postings over the past 24 months

Region Type
Go VA Region
Select

Filters Industry Subsector

Region VOEE QOccupational Group @

Information Technology

VOEE Occupational Subgroup
All

The Skills Trend Analysis
Dashboard tracks the change in
the frequency of skills in job
postings, comparing data from
the prior year to the current year
(past 12 months)

This period-over-pernod analysis is
dynamieally updated with the latest
posting data each month

Total Job Postings Last 24 Months
1,742 (7.8%)

22,465 24,207
Prior Year Current Year
Nov '22 - Oct 23 Nov '23 - Oct 24

Growing & Declining Skills Methodolgy: The top growing and declining skills are identified by analyzing the percentage of job
postings that mention a skill for each 12-month period by doing the following

(1) the proportion of postings that mention a skill is measured for both the current and prior 12-month periods.
{2) the change in proportion between 12-month periods is determined o identify skills that are growing or declining most rapidly

Change in Proportion = Current 12-month Proportion - Prior 12-month Proportion

Emerging Skill Methodology: This list identifies skills that have grown at a very high rate over the [ast 24 months. The measure is
presented as a mulliple. £.9. “10x" which can be interpreted as “This skill has 10 imes as many postings in the current 12-month
period as compared to the prior 12-month period.”

Growth Multiple = Current 12-months Postings / Prior 12-months Postings

Choose

Top Growing & Declining Skills Concentration

Skills with the highest observed change in frequency in job postings over the last 24 months

+ Hover over chart for more detail

Emerging Skills
The fastest growing skills over the last 24 months
+ Hover over chart for more detail

Skill Type
() Certification
() Common
(® Specialized
() Software

Source: Job posting data for a selected region is sourced from Lightcast and updated monthly on a rolling 12-month basis. For more details on the Lightcast job postings analyfics visit Lighicast Job Posting Analytics

Methodology.

4 —— Declining Skills —
| HEreiEaT S|
Auditing 4.2% ¥
Software Systems -3.2% ¥
Information Systems -2.7% ¥
Web Services -2.0% ¥

Microsoft SQL Servers -1.9% ¥
Business Intelligence -1.8% ¥
Business Requirements -1.7% ¥
Software Development 1.6% ¥
Bootstrap (Front-End Framework) -1.5% ¥
Software Engineering -1.5% ¥
Relational Databases -1.4% ¥
PL/SOL 1.4% ¥

Technical Support -1.4% ¥
HTML5 -1.3% ¥

Stored Procedure -1.1% ¥

JIRA -1.1% ¥

Oracle E-Business Suite -1.1% ¥
Marketing -1.0% ¥

— Growing Skills —»

‘A4.4% Python (Programming Language)
A4.2% Microsoft Azure

43.0% Amazon Web Services

42.8% Authorization (Computing)

A2.6% Application Programming Interface (API)
A2.5% Google Cloud Platiorm (GCP)
A2.4% Continuous Improvement Process
A2.0% Microsoft Power Platform

A2.0% Programming Languages

A1.9% ArcGIS (GIS Software)

4A1.8% Scalability

A1.8% Azure Data Factory

A1.7% Cyber Security

41.6% Virtual Private Networks (VPN)
A1.5% Docker (Software)

41.5% Microsoft Visio

A1.4% Kubemnetes

A1.4% Go (Programming Language)
A1.4% Key Performance Indicators (KPls)

61x Executable

Microsoft Dynamics 365 Field Service
Data Vaults

Nofification Systems

Cyber Hygiene

Federal Enterprise Architecture
Talent Sourcing

‘Geospatial Datasets

‘Symantec Altiris

Programming Environments

PVCS Version Manager

‘Siemens Desigo

‘Siemens Apogee

Alerfon (Building Automation System)
Metadata Standards

‘ServiceNow Discovery

Cartography

Relational Model

‘Secure FTP (Software)

Egg

BEBEEEBBRE

LT
G R

VOEE ‘ om“‘;f
Education
Economics

The VOEE Skills Trends chart?* represent a change in the skills needed for newer roles being

advertised. The chart will help educational institutions maintain pathways for students who meet
the needs of regional businesses. Exploring the dashboard?® further will provide a more detailed
exploration of certifications or software changes within the marketplace.

Choose
Skill Type
@ Certification
Comman
Specialized
Software

Top Growing & Declining Skills Concentration
Skills with the highest observed change in frequency in job postings over the last 24 months.
+ Hover over chart for more detail

+—— Declining Skills —

Registered Nurse (RN) -07% v
SAFe Program Consultant {(SPC) Certification -0.5% ¥
Secret Clearance -0.3% ¥

CompTIA Cybersecurity Analyst (CySA=) 0.4% Y
ComgTIA Security+ CE -D.4% ¥

ComgTIA Security+ -0.4% ¥

Project Management Certification -0.4% ¥

Micresoft Office Specialist -0.3% Y

Certified Tester Foundation Level (CTFL) -0.3% W
Microsoft Certified Systems Enginesr -0.3% ¥
Licensed Practical Nurse (LPN) 0.3% ¥

GIAC Security Essentials Certification (GEEC) -0.3% ¥
LEED Accredited Professional (AP) -0.2% ¥

CompTIA A+ -0.2% Y

Salesforce Certified Administrator -0.2% ¥

Certified Analytics Professional -0.2% v

Cisco Certified Netwark Associste Security (CCMA Sacurity) 0.

‘Systems Security Certified Practitioner -0.2% ¥
Security Clearance -0.2% Y

24 “VA Skills Trend Analysis in IT — GOVA 4.”
25 “VA Skills Trends Top Growing and Declining Skills in IT — GOVA 4.”

— Growing Skills —m

AD.4% NIST Cybersecurity Framework (CSF)

AD4% Top Secr=t-Sensitive Comparment=d Information {TS/S
40.2% Cerified Information Systems Security Professional
AD2% Cerified Business Analysis Professional
A02% Cerified Information Security Manager
A02% Mzster Of Business Adminstration (MBA)

AD2% Cerified Scrum Product Owner

A0.2% Microsoft Certified Professional

A02% Certified Cloud Secarity Professional (CCSP)
A0.2% Six Sigma Certification

A02% Microsoft Azure Cenification

40.2% Certified In Risk And Information Systems Control
A01% ITIL Cerifications

A0.1% Microsoft Carified- Azure Administrator Acsociate
A01% Oracke Certification

40.1% Certified Securs Software L Professional
A40.1% Certified Information System Auditor (CISA)
A01% PMI Agie Cenified Practiionsr

AD1% Cerified SAFe Scrum Master

Emerging Skills
The fastest growing skills over the last 24 months
+ Hover over chart for more detail

12x ServSafe Certification

11x Microsoft Certified: Azure Security Engineer Associats
11x Full Scope Pelygraph (FSP Clearancs}

Al Certified Chief Information Security Officar

SAF= Release Train Enginesr (RTE}

GIAC Cyber Threat Inteligence

Certification Of Capability In Business Analysis (CCBA)
Cenified Secure Software Lifecycle Frofessional
ServiceMow Certified Implementation Specialist {CIS)
Oracke Certification

Microsoft Certified: Azure Administrator Associate
WMware Certified Design Expert MCDX)

Lean Six Sigma Green Belt

Cisco Certified Technician

Centified Application Developer

1BM Certified

Salesforce Centified System Architect

Qracke Java Certification

Centified Regulatory Compliance Manager

FhRYpREEEEREIAR
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https://voee.org/job-posting-analytics-explorer/

Looking at Virginia-wide data, the SCHEV report (from February 2024) on Progress in Meeting De-
gree Production in Data Science & Technology, Education, Healthcare, and Science & Engineer-
ing?® (below) shows growth in data science and technology. The IT career pathways are all listed
within the data science and tech category. In the Expected Annual Change Over Base Year 2017
chart, not all graduation goals are being met; however, degrees in the more traditional IT sector
are. The Total Degrees Awarded chart shows the number of degrees awarded statewide between
2017 and 2023, and includes the two-digit CIP codes, which help define data science and tech
as the category most relevant to this report’s pathways research. The Annual Degrees Awarded by
Area chart indicates consistent growth for data science and tech sector degrees, statewide.

Total Degree Awarded between 2017 and 2023

Table 1. Total Degrees Awarded hetween 2017 and 2023

Area (2 Digit CIP Code) 2017 2018 2019 2020 2021 2022 2023

Data Science and Tech (11,14,27,52) 5,067 5,382 6,036 6,590 7,106 7,165 8,021
Education (13) 3,993 4,047 4,092 4221 4,060 4,073 4,231
Healthcare (51) 4852 4820 4891 5197 5329 5466 5417
Science and Engineering (14*) 8099 7,847 8,043 8114 8,365 8,027 8,061
Grand Total 22011 22096 23,062 24,122 24860 24,731 25730

*Excludes CIP 14.0901, 14.0903, and 14.1001 as they are reported as data science and technology degrees.

Annual Degrees Awarded by Area

|
Chart 1: Annual degrees awarded by area

=
(2= -l
=] I’V:_‘ @
8_ ) :
- -]
- :
o .
W + g S_ - .:'.:
| o Zl<
Data Science and Education Healthcare Science and
Technology Engineering

2017 [12018 2019 [W2020 [W2021 [M2022 [M2023

*Excludes CIP 14.0901, 14.0903, and 14.1001 as they are reported as data science and technology degrees.

26 “Progress in Meeting Degree Production in Data Science & Technology, Education, Healthcare and Science & Engineering.”
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The following chart (Expected Annual Change Over Base Year 2017 by Area Compared to Expect-
ed Annual Growth) shows expected growth versus the growth that has occurred since the base
year of 2017. The growth in data science and tech has met and exceeded original expectations.

Expected Annual Change Over Base Year 2017 by Area Compared to Expected Annual Growth

Chart 2: Expected Annual Change over Base Year 2017 by Area Compared
to Expected Annual Growth
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Data from the Virginia Office for Educational Economics — Postsecondary Completion Dashboard,
indicates that VCU is seeing growth in computer and information sciences enrollment (296 in
2016 versus 746 in 2023)%. [VCU was used as an example, since it was the largest IT-related
educational pathway within the region]. The results could be partly due to a couple of factors. The
Virginia Tech Talent Investment Program may have influenced this change, but the data dovetails
with the announcement that Amazon was seeking a second headquarters. In 2017, Amazon
announced its opening for bids on the HQ2 facility, and Virginia won the bid in 2018; it opened

in 2023. The Amazon announcements were considered a factor when students were looking into
potential career pathways, and this may have swayed some students to consider IT as a field
within the state, especially since it looked as if the job market was going to expand, not only with

Amazon but related and supporting businesses.

27 “VA Post-Secondary Completion Dashboard for IT (Enrollment) — GOVA 4.”

22



GO Virginia Region 4 Post-Secondary Completion for Information Technology
(first chart showing enroliment, second chart showing total degrees)

Virginia Post-Secondary Completion Dashboard
Total Enroliment by Institution & Programs

Choose Chart Measure Region Type Region VOEE Occupational Group @  VOEE Occupational Subgroup
Total Enroliment Go VA Region Information Technology All

Select  Academic Year Institution Name Ethnicity Gender Program Level Name

Fiters 202223 Al Al Al Al

CIP Code 2-digit CIP Code 4-digit
All Al

Total Enrollment

>
" =
———————— L s 5 2
6,874 E £ =
3 ®
£ 8 = Lz g £ -
E 2 @ £ a g &
¢ £ 2 5 g 8 2 2
£ @ z E £ < = 3
s = 5 E ] g E} S
E g = 8 = S = i
5z = £ B = 2 =
Q & ] £ = £ =] =
o 3 = 5
2016 2017 2018 2019 2020 2021 2022 2023 _ E o g ,:E\ 14 k- g 8
] 5 g2 B Bz £ 5 5
CIP Field of Study 2 = -0 = @ > @ = I
Total ] 1008 958 920 785 370 266 9

Business Administration and Management, Gen
Computer and Information Sciences, General
Business/Commerce, General
Computer Science
Marketing/Marketing Management, General
Information Science/Studies
Graphic Design
Computer Engineering, General
Mathematics, General
Bicinformatics
and Q
Data Analytics, General
Management Information Systems, General 69 ]
Computer and Information Systems Security/Au__ 58 6 52
Information Technology 57 54 3
‘Web Page, Digital/Multimedia and Information R 36 36
Design and Visual Cemmunications, General 35 35

Mathematics and Computer Science 18 18

Mathematics and Statistics, Other 9
Medical Informatics 8 &
Applied Mathematics, General 2
Data Science, General 1

8

CIP Code 6-digit
All

Virginia Commonwealth University
11.0104) Computer and Information Sciences, General

2016 2017 2018 2019 2020 2031 2022 203

- Viegiaia
Source: Post-secondary education enrollment, completion, and median graduate earnings data used in the analyses are based on data provided by the State Council of Higher Education for Virginia (SCHEV) Ot

Graduates successfully matched to the Unemployment Insurance Wage records are collected by the Virginia Empleyment Commission (VEC).

The chart shows an enrollment growth from 296
students in 2016 to 746 students in 2023 — a 252%
growth. The same dashboard can be used to show
degrees offered instead of enroliment?®, It shows a
successful climb in degrees offered, from 60 in 2016
to 163 in 2023 — a 271% growth.

28 “VA Post-Secondary Completion Dashboard for IT (Degrees) — GOVA 4.”

The chart shows an enroll-
ment growth from 296 stu-
dents in 2016 to 746 students
in 2023 — a 252% growth.
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Virginia Post-Secondary Completion Dashbhoard
Total Degrees by Institution & Programs

Choose Chart Measure Region Type Region VOEE Occupational Group @  VOEE Qccupational Subgroup
Total Degrees Go VA Region Information Technology Al
Select  Academic Year Institution Name: Ethnicity Gender Program Level Mame
Filters. 2022-23 Al Al All All
CIP Code 2-digit CIP Code 4-digit CIP Code 6-digit
All All All
Total Degrees N
£ :
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2,079 B £ 3 o
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= 8 : 32 &8 B8 § & 35
CIP Field of Study g = 5 28 & H = H =
Total 2,355 1,199 381 255 179 152 108 48 33
Business Adminisiration and Management, Gen. 734 [/ 103 FTCI 8 73 51 29 27 Virginla Commoemwsalth University
Business/Commerce, General 424 359 65 Ho) Computer and Infomeatior 3zienzez, Gencrad
Computer and Information Sciences, General M8 2 74 47 21 13 :
Information Science/Studies 182 182
Marketing/Marketing Management, General 158 136 22
Graphic Design 89 89
Computer Science 81 41
Mathematics, General 75 3 23 17 2
E ics and Quantif Economics 64 &
Data Analytics, General 50 a5 5
Bicinformatics 46 46
Computer Engineering, General 30 20 10
Computer and Infermation Systems Security/Au... 21 2 19
Information Technology 7 3 14
Design and Visual Communications, General 13 13
Management Information Systems, General 12 12 v » » xm o™ b © xn
Mathematics and Computer Science 6 6
Medical Informatics 4 4
‘Web Page, Digital/Multimedia and Infarmation R. 4 4
Mathematics and Statistics, Other 2 2
Applied Mathematics, General 1 1
Data Science, General 1 1
- Vieginia
Source: Post-secondary education enrellment, completion, and median graduate eamings data used in the analyses are based on data provided by the State Council of Higher Education for Virginia (SCHEV) JOEE Sﬂ:"f"
Graduates successfully matched to the Unemployment Insurance Wage records are collected by the Virginia Employment Commission (VEC). Ecanomics
—— The chart above shows that the SCHEV reporting institu-
tions had 2,355 graduates in an IT-related field during the
The chart above shows 2022-23 school year. The degrees account for the range
. of terminal degrees from associate through graduate
that the SCHEV reporting 9 gng

school. It also includes the full range of IT-related degrees
institutions had 2,355 categorized under VOEE'’s IT occupational group from GO
Virginia Region 4 institutions. It does not include people
who may immigrate. It also does not include several other
related field during the regional IT training options, including community college
2022-23 school year. certification progrgms (143 st.udent's during the 2022-23

school year), training/apprenticeship programs such as
Maxx Potential and other online or bootcamp options.

graduates in an IT-



"Students need opportunities to apply the skills and talents that
they have developed in the classroom. We value our relationships
with external pariners who can help provide experiential learning
opportunities for our students including internships, class projects,
and extracurricular activities."

-DR. PAUL BROOKS,

Department Chair and Professor,
Information Systems, VCU School of Business

A comparison of enrollment versus degrees (for all levels of a terminal degree measured by
SCHEV) can be found in the VOEE Education and Workforce Alignment Dashboard.?®

Academic Year 2022-23 Summary + Degrees & Enroliment Trend +
2018-19 2019-20 2020-21 2021-22 2022-23

6,991 7.201 7.013 7,082 L

7 ,37? Total Enrollment

2 s 355 Degree Awards
233 2,250

143 Workforce Credential Grant Completions — == —
2,498  craduate supply l l l l l

Enroliment [l Degrees Awarded

Qr'\'?:':lbase-:l ! ‘I EE m

Edmatian
Eoamamic

The numbers above also do not represent programs such as the Community College Workforce
Alliance, which offers additional programs and certifications within the IT field. More enrollees
complete the program than earn a full credential, which requires passing the certification exam.
Over 90% of students enrolled in IT-related programs complete the program, but only about a fifth
receive the full credential. The VOEE data above counts credential completers as those who finish
the course and pass the exam. Many completers (not credentialed) enrollees successfully find
entry-level work in their field.

29 “VA Education and Workforce Alignment Dashboard in IT — GOVA 4.”
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The VOEE Chart below includes a broad range of IT-related degrees. This chart is a compilation of
two SCHEV reports (E013°, CO1A23") on enrollment and completion, pulled together to represent
the GO Virginia Region 4 post-secondary institutions that provide program options more directly
tied to IT’'s computer science and high-tech program options. It also eliminated some of the data
on VOEE IT that include business and marketing.

The data shows that there were 779 completers/graduates in the 2023-24 school year. According
to the VOEE High Demand Dashboard, the largest annual hiring at this higher-tech level will be
for software developers, with average annual openings predicted to be 684. Project management
is the next highest high-tech opening, at 410. Annual average hiring predictions by VOEE can be
found on page 18.

Information Technology Enroliment (all enrolled by Fall 2023) and Completion (2023-24 SY)
GO Virginia Region 4 Institutions
Post Post
e Cert Cert | Assoc. | Assoc. | Bach. | Bach. Master | Master Dr. Dr. Total | Total
Institution Program Bach. | Bach.
Enroll | Award | Enroll | Deg. | Enroll | Deg. s Enroll| s Deg. | Enroll | Deg. | Enroll | Deg.
Enroll | Deg.
All Students
Computer and Information Sciences,
RMC General (11.0101) 0 0 0 0 71 14 0 0 0 0 0 0 71 14
Computer and Information Systems
RMC Secunty/Auditing/Information 0 0 0 0 64 15 0 0 0 0 0 0 64 15
Assurance, (11.1003)
Computer and Information Sciences,
UofR General (11.0101) 0 0 0 0 86 36 0 0 0 0 0 0 86 36
Computer and Information Systems
UofR Security/Auditing/Information 1 1 0 0 15 5 0 0 0 0 0 0 16 6
Assurance, (11.1003)
UoR Data Analytics, General., (30.7101) 11 7 0 0 4 2 0 0 0 0 0 0 15 9
UofR Information Technology, (11.0103) 0 0 0 0 8 1 0 0 0 0 0 0 8 1
vCu Computer and Information Sciences, 0 0 0 o| 887 133 21 33| 31 16 29 5| 98| 187
General, (11.0101)
VCU gi”g%‘gf)' Engineering, General, 0 0 0 ol 150 22 0 0 0 0 0 o] 150 22
VCU Data Analytics, General., (30.7101) 0 0 0 0 0 0 0 0 84 47 0 0 84 47
vcu '(qu?:;‘;” Stience/Studies, 0 0 0 ol 308 135 6 1 57| 29 0 o| 269 165
VsU mrg%‘gf)' Engineering, General, 0 0 0 o| 120 9 0 0 0 0 0 o| 120 9
VSU Computer Science, (11.0701) 0 0 0 0 306 24 0 0 21 7 0 0 327 N
Computer and Information Sciences,
VUU General (11.0101) 0 0 0 0 101 19 0 0 0 0 0 0 101 19
Southside cC | SOmPuter and Information Sciences, 14| 20| 74 10 0 0 0 0 0 0 0 of 88 39
General, (11.0101)
Computer and Information Sciences,
Reynolds CC General, (11.0101) 96 37 212 38 0 0 0 0 0 0 0 0 308 15
. . Computer and Information Sciences,
Brightpoint CC General, (11.0101) 47 11 201 36 0 0 0 0 0 0 0 0 248 47
Brightpoint CC |Computer Science, (11.0701) 0 0 217 4 0 0 0 0 0 0 0 0 217 41
Brightpoint CC |Information Technology, (11.0103) 0 0 64 16 0 0 0 0 0 0 0 0 64 16
85 8 141 8 415 34 929 o 04 779

(This is more refined look at more specific high-tech IT degrees)

30 “EO1”
31 “CO1A2”
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The data presented outlines the enrollment and completion rates for IT-related programs across
GO Virginia Region 4 institutions, as reported by the SCHEV. These programs include:

Computer and Information Sciences, General (11.0101)

Information Technology (11.0103)

Information Science/Studies (11.0401)

Computer Science (11.0701)

Computer and Information Systems Security/Auditing/Information Assurance (11.1003)
Computer Engineering, General (14.0901)

Data Analytics, General (30.7101)

Key Definitions:

1.

Enrollment: The total number of students enrolled in a program as of fall 2023, spanning all

levels (e.g., certificate, associate, bachelor’s, master’s, doctorate).

2.

Completion: The number of students who completed a program and received a degree or certif-

icate by the end of the 2023-24 academic year.

Important Considerations:

Cohort Variation: Enrollment figures include students across multiple academic years.

For example, a bachelor’s program typically spans four years, so fall 2023 enrollment
encompasses students from different cohorts (first-year to senior level). This means that annual
completions will naturally represent a fraction of total enroliments.

Program Differences: Some programs, such as associate degrees or certificates, may allow
enroliment at specific academic stages (e.g., sophomore or junior year). Others might cater to
working professionals seeking specific courses or certifications without pursuing a full degree.

External Factors: Various factors influence completion rates, including student decisions
to pursue employment, changes in academic focus or opting for certifications instead of
completing a degree.

Potential Dropout Rates: Enrollment figures reveal a notable discrepancy compared to
completion rates, which may reflect significant dropout rates. While not certain, this possibility
highlights an area where additional support may be needed to ensure more students not only
enroll but persist through their programs to graduation.

Example:

At VCU, the computer and information systems program had 887 students enrolled as of fall
2023. By the end of the 2023-24 academic year, 133 students graduated with degrees, repre-
senting just under 15% of total enroliment. However, considering the typical four-year duration
of the program, an annual graduation rate of 25% would be expected if all students graduated
on time and remained enrolled. This data combined students at the bachelor’s, master’s and
doctoral levels at VCU.
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Implications:

The data provides valuable insights into the region’s student interest and program demand.
However, the gap between enrollment and completion underscores a potential challenge in
retention. Supporting students through targeted interventions, such as enhanced advising,
mentorship programs and academic resources, may help reduce dropout rates and ensure
that a higher proportion of enrolled students successfully graduate. These efforts will be vital to
addressing workforce needs and maximizing the region’s talent pipeline.

When compared to state-level data, the graduation percentage is consistent, showing no signif-
icant variances; however, the numbers enrolled differ, showing some institutions drawing more
potential students to specific programs, especially at the doctoral level. Hence, some candi-
dates are drawn away from GO Virginia Region 4.

Not included in the data above was Richard Bland College, which offers a mathematics and
computer science joint program (30.0801). The program had 66 enrollees and five completers in
the 2023-24 school year. The program number did not match the other programs, so it was not
included in the chart above, but it is worth mentioning its role in the educational pathway.

Dropping out of college is a multifaceted issue affecting students across various disciplines®?%®
including those studying IT and computer science®*%, Nationally, computer science is the pro-
gram most often dropped®. According to Mission Graduate,®” as of 2025, approximately 32.9% of
college students drop out each year. Computer science had the highest dropout rate, with 10.7%
(nationally); the second highest, at 7.7%, was advertising. General reasons for college attrition
often intersect with specific challenges faced by IT/computer science students, creating a com-
pound risk for dropout.

Key Reasons for College Dropout:

1. Financial Challenges: High tuition and living expenses force many students, especially first-
generation and low-income individuals, to leave college prematurely.

2. Time Constraints: Balancing academics, work and personal responsibilities can be
overwhelming, leading to burnout and disengagement.

3. Academic Difficulties: Students often struggle to meet rigorous academic demands, particularly
when lacking adequate preparation.

4. Mental Health Issues: Stress, anxiety and other mental health challenges are increasingly cited
as reasons for students discontinuing their studies.

5. Lack of Support: Limited emotional and academic support from family, friends or the institution
can exacerbate feelings of isolation.

32 Mowreader, “Report.”

33 “5 Reasons College Students Dropout... and How We Help!”
34 “Why Are so Many CS Majors Dropping Out...?”

35 “Why Is Computer Science the MOST DROPPED MAJOR?”
36 Kilroy, “What Is the Highest Dropout Rate by Major?”

37 Winograd, “College Dropout Rates 2025 (Statistics & Facts).”
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Unique Challenges in IT/Computer Science Programs:

1. Misaligned Expectations: Many students enter IT/computer programs with misconceptions
about the field, expecting hands-on programming rather than the heavy theoretical and
mathematical focus these degrees often entail.

2. High Academic Rigor: The demanding curriculum, including advanced mathematics and
complex programming assignments, can discourage students unprepared for the workload.

3. Assignment Fatigue: The intensive coursework and external pressures often lead to burnout.

4. Initial Unpreparedness: Some students struggle to adapt because they lack exposure to logic,
programming or advanced mathematics before college.

Recommendations from the same articles include:

* Improve pre-enroliment counseling to align students’ expectations with the realities of the
program.

» Offer academic support tailored to IT/computer science, such as tutoring in programming and
mathematics.

* Foster a supportive environment through mentorship programs, peer networks and mental
health resources.

* Provide flexible learning options, such as part-time programs or online modules, to
accommodate students with work or family obligations.

Over the last five years, several academic programs have changed at regional institutions, but ac-
cording to a SCHEV report,®® general enrollment prepandemic and postpandemic is similar. Sever-
al higher education institutions, such as Brightpoint Community College, have shown a significant
enrollment increase over the last couple of years, meeting and exceeding prepandemic numbers.

The Virginia Economic Development Partnership (VEDP) noted the net migration of 25- to 54-year-
olds with bachelor’s degrees. Net migration is determined by the difference between the number
of people who moved to Virginia minus the number who moved out. VEDP found that in 2019,
7,271 people moved out of the state. The margin of error shows that the number could be as high
as plus 3,063 (move in) or as low as minus 17,605 (move out). VEDP’s analysis is at the 90%
confidence interval. A higher confidence interval would produce a wider variation between the
upper and lower estimates. (This comes from a 2021 SCHEYV titled “Is Virginia Exporting More
College Graduates That Importing?”)3®

Regional numbers show that 73% (plus or minus 20% unknown) of computer and IT support
services graduates stay in Virginia. The state average in the same category shows a 65% (plus or
minus 24% unknown) retention.

According to the Weldon-Cooper Center projections, regional enrollment in postsecondary edu-
cation will increase 10 years, 20 years and 30 years out. These numbers for GO Virginia Region
4 exceed state averages but fall behind Northern Virginia.*® (https://research.schev.edu///rdPage.
aspx?rdReport=Projections.GoVirginiaRegions ).

38 Allison, “Enrollment Returns to Pre-Pandemic Levels.”
39 Allison and Hankins, “Is Virginia Exporting More College Graduates Than Importing?”
40 “Regional Population Projections.”


https://www.schev.edu/Home/Components/News/News/394/200?fsiteid=1
https://www.schev.edu/Home/Components/News/News/56/
https://www.schev.edu/Home/Components/News/News/56/
https://research.schev.edu///rdPage.aspx?rdReport=Projections.GoVirginiaRegions
https://research.schev.edu///rdPage.aspx?rdReport=Projections.GoVirginiaRegions

First Occupation Data Including Workforce Demand
The following chart shows the educational attainment of people whose first occupation is in IT
(computer occupations)*'. It shows where IT employees come from, which may impact how we
view IT education.

I
Virginia College & Career Outcomes Explorer 5 Emy
ployment i
First Job Employed After Graduation OOCUpa"'.Q" I”d“Sth & Education Skills Wage‘ About This
Progression Progression by Industry Progression Dashboard
o Instructional Program 9 1st Occupation 9 Sample Options

Select 2 and 4 digit CIP (Classification of Instructional Program) Code Optionally work right to Ieft to see what

instructional programs led to a specific occupation
2qigitcip Al Minor Group (SOC Code)
15-1100 Computer Occupations

Select ‘yes' to include records derived
from social profiles, including degrees
eamed prior fo 2008 and out-of-state

degrees

wagice Al Include Out of State Records
Institution Region Type Insitution Region
Go VA Region jon 4
Degree Level Insttution Type Institution Name
Al Al Al
Instructional Program Sample Size: 4,764 1st Occupation
Detailed breakout based of CIP selections above Broad Occupation Group

11 COMPUTER AND INFORMATION SCIENCES AND SUPPORT..

52 BUSINESS, MANAGEMENT, MARKETING, AND RELATED.

14 ENGINEERING.
15-1100 Computer Occupations

45 SOCIAL SCIENCES.

24 LIBERAL ARTS AND SCIENCES, GENERAL STUDIES AND. .

26 BIOLOGICAL AND BIOMEDICAL SCIENCES.

43 HOMELAND SECURITY, LAW ENFORCEMENT, FIREFIGHTING.

50 VISUAL AND PERFORMING ARTS,

30 MULTIINTERDISCIPLINARY STUDIES.

42 PSYCHOLOGY.

Other

15-1100 Computer Occupations 100.0%

6. Digit SOC Detad Breakout

151122 Sofware Develtpers, Applications

151151 Computer User Sugoon Specalsts

151121 Computar Systems Analysts

151159 Computer Occupaiont Al Cmner

151142 Nedwork and Computer Sysaems AGmnstratrs.
151122 infoemation Securty Ankyits
151134 Web Develcpacs.

151111 Computir and Wrmaton Research Soentsts
151100 Sofware Deveicpers Syiterns Sofere
151131 Comguter Programmers.

151141 Datatase Admnsatons

951140 Computer Network Aschacts

151152 Computer Network Suppant Specialsts

Instructional Program (Background) Percent of 1st Occupation (IT)

Computer and Information Services and Support.
Business, Management, Marketing and related . .
Engineering

Social Services

Liberal Arts and Science, General Studies.
Biological and Biomedical Sciences .

Homeland Security, Law Enforcement, Firefighting . .
Visual and Performing Arts . .

Multidisciplinary Studies. .

Psychology. . . . .

Other .

41 “VA College & Career Outcomes Explorer in IT — GOVA 4.”

32.4%
15.1%
7.8%
5.6%
3.7%
3.5%
3.4%
3.3%
3.2%
2.6%
19.4%
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https://voee.org/virginia-college-and-career-outcomes-explorer/

The data from this chart shows that only 32.4% of those first entering the workforce in computer
occupations were trained in computer and information sciences. Combining computer and infor-
mation services, business management, marketing and engineering graduates, the total percent-
age of those entering the computer occupations workforce still comprises 55.3%. Nearly half of all
people entering the occupations have followed other pathways.

Data from the VOEE indicates that the Richmond MSA has 3,182 annual job openings in the IT
career cluster, while the region produces 2,355 [T-related graduates each year. Migration data

shows that approximately 73% (plus or minus 20%) of these graduates remain in Virginia. This

highlights a critical need to enhance training programs and support systems to retain students

within their chosen educational pathways and the region.

A deeper analysis of entry-level roles in computer occupations reveals that only 32.4% of these
positions are filled by individuals with computer or IT degrees. An additional 22.9% of roles

are filled by those with degrees in related fields such as business, marketing or engineering.
Combined, this accounts for 55.3% of the workforce in entry-level computer occupations. The
remaining 44.7% of roles are filled by individuals without formal IT-related educational creden-
tials (within a SCHEV reporting institution geographically located in GO Virginia Region 4),
amounting to 1,422 positions annually. This leaves 1,760 open positions for 2,355 [T-related
regional graduates, leaving 595 IT graduates seeking work outside of the estimated annual IT
job openings in the Richmond MSA.

This data reveals a concerning trend: While the region meets workforce demand, it relies heav-
ily on individuals from non-IT educational pathways. Furthermore, some IT graduates remain
unemployed within the area, potentially indicating a mismatch between the skills taught in
training programs and those sought by employers. This could be an opportunity to help “on-
ramp” people within IT-related programs move their academic pathway towards a more rigorous
program, providing them more employment options.

The gap between education and hiring practices is a common concern among businesses in-
terviewed. Businesses state that soft skills are a significant issue. Many said they would instead
hire an individual who fits the company culture and environment, shows drive and ambition and
fits within the business team. Soft skills are a common issue across industries, but they seem
more common within entry-level IT fields. The other common concern was experience; however,
businesses interpreted experience very broadly.

Again, these numbers do not account for the estimated 143 IT program completers from com-
munity colleges and completers from other nonterminal degree offering options.




The following chart, part of the VA Post-Secondary Completion Dashboard, shows where

most [T-related degrees come from and the average annual openings for IT-related positions.
There is a heavy emphasis on business preparation for IT graduates and a high hiring rate within
the marketing sector, which also seeks these skills.

Aligned Educaﬂonal Programs by D rees Awamu Occupat[ons Ranked by a\\rg Annual Openings

The chart below cod titles) ordered by degrees awarded in oS Dccupations ranked by projection of annual openings over the next 5 years

shows maximum of 20 cccupations, for full ist, see Worklorce tab

15-1252 Software

52 A Developers

52.0101 Business/Commerce, General 13-1161 Market Research Analysts and Marketing Specialists
11.0101 Computer and General 13-1082 Project Management Specialists

11.0401 Ininrrnaﬂon Sdenwswdle% 15-1211 Computer Systems Analysts

52,1401 g General 15-1232 Computer User Support Specialists

50.0409 Graphic Design 15-1212 Information Security Analysts

11.0701 Computer Science 15-1299 Computer Occupations, All Other

27.0101 Mathematics, General 15-1244 Network and Computer Systems Administrators
45,0603 Econometrics and Quantitative Economics 15-2051 Data Scientists

30.7101 Data Analytics, General 15-1231 Computer Network Support Specialists

26.1103 Bicinformatics 15-1253 Software Quality Assurance Analysts and Testers
14.0901 Computer Enguneering Gena(al 15-1241 Computer Network Architects

11.1003 Computer and | Sy Sec Auditing/Inf ion A e 15-1255 Web and Digital Interface Designers

11.0103 Information Technology 15-1242 Database Administrators

50.0401 Design and Visual Communications, General 15-1254 Web Developers

52 1201 Management Information Systems, General 15-1251 Computer Programmers

30.0801 Mathematics and Computer Science 15-1243 Database Architects

51.2706 Medical Informatics

11.0801 Web Page, Digil imedia and Inf ion Ry Design

27 9999 Mathematics and Statistics, Other

This dashboard section shows that many students in IT-related educational programs are graduat-
ing with a business administration or business/commerce degree, with marketing also being in the
top five; however, software developers are listed at the top for annual occupational openings within
the field. The second largest yearly opening is in marketing. The roles between supportive IT and
computer science/high tech are significant enough to see a need for division within the datasets.

Community Input

TPI staff and Smart Resources (smartva.net), a regional consulting agency, pulled together com-
munity input in fall 2024. Collectively, we reached out to over 600 people through emails, calls
and LinkedIn. We had a response rate of nearly 10%, which is above the average rate for cold
calls/contacts. The engagement included email surveys, interviews and four facilitated in-person
sessions. When the second round of surveys in winter 2025 was created and delivered, with the
help of TPI partners, ChamberRVA, and the Emporia-Greensville Chamber of Commerce, the total
contacts exceeded 230 separate companies, with responses from over 90 companies. We have
received multiple respondents from the same business in several cases, but 90 separate busi-
nesses have responded to the TPl inquiries.

Fall 2024 community input shows some strong bias, stating that many students are
unprepared for the workforce; more IT jobs are being posted than filled by IT graduates.
There was a greater number of interviewees from enterprise businesses and postsecondary
programs working more closely with business-related technical programs, so there may be
a tendency for the results to lean toward supportive IT.

Based on a review of community input, four primary themes emerged regarding the education and
employment gaps in the region’s IT and computer science sectors. These insights reflect evolving

industry demands and highlight areas where current educational pathways could better align with

employer expectations.

32



The Decline of Traditional IT as a Specialized Field
Participants observed a gradual decline in IT as a standalone field, particularly in supportive
IT roles, noting that traditional IT services are increasingly viewed as outdated. The term IT has
evolved; as general IT literacy rises and Al and chatbots begin to handle basic support functions,
traditional IT roles are perceived as diminishing. This evolution is causing fewer students in region-
al IT programs to secure employment directly tied to their field, as they often compete with grad-
uates from varied academic backgrounds who can be trained in IT. This shift calls for adapting
educational programs to meet the changing landscape of what is required in [T-related roles. One
interview included a placement company where the owner stated that the company was behind if
the candidates did not know how to use Al effectively.

Emphasis on Experience Over Formal Education
There was a strong consensus on the importance of practical experience, often viewed as more
valuable than formal education alone. Participants stressed that IT professionals seeking em-
ployment need to highlight tangible experiences, such as developing a personal app, working on
projects for civic organizations or contributing within a related field. However, the current intern-
ship model received mixed reviews, with many employers finding it burdensome, due to the short
duration and onboarding requirements*. Internships are seen as valuable but often need more
longevity to benefit both the intern and the organization effectively. This suggests exploring alterna-
tive experiential learning models, such as extended apprenticeships or co-op programs, that better
serve students and employers.

*In one case, a person commented on the difficulty in getting work-based learning experiences
for high school students and the difficulty for anyone under 18 meeting workplace guidelines.
Employing a felon could prevent a minor from working at that organization. Several businesses
stated that by the time security/background checks and job training were completed, the intern-
ship was almost over, limiting its value.

Demand for Business Acumen and Soft Skills
Nearly all participants, especially those involved in supportive IT, emphasized the need for IT
professionals to possess business and soft skills. Beyond technical expertise, IT employees must
understand how to apply their skills effectively within a business context. Proficiency with enter-
prise software (such as low-code or no-code platforms) and the ability to support office workflows
are seen as critical. Soft skills, such as active listening, clear communication and the ability to
present technical solutions persuasively, were cited as essential. Feedback from major businesses
reinforced this point, noting that high-tech fields often prioritize candidates with proven business
skills and are usually hired due to a positive consulting experience. Other businesses stated that it
is easier to teach and support tech skills than it is to teach soft skills. This feedback underscores
the importance of integrating business acumen and interpersonal skills into IT curricula.

Shift Toward Consulting Skills and the Consulting Mindset
As IT roles increasingly move toward a consulting model, graduates must enter the workforce with
a consultant mindset. Employers in the region stressed that many IT professionals begin their ca-
reers in consulting, where they hone their technical and business skills through project-based work
and certification pursuits. This pathway requires students to view their skills as marketable assets,
positioning themselves as valuable contributors to larger project bids. It is essential to prepare
students to work in teams, contribute specialized skills and understand their role within broader
organizational goals. This shift could be particularly beneficial in helping students recognize their
skillsets as integral parts of larger, interdisciplinary projects, enhancing their readiness for dynam-
ic, consulting-based career paths.
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These findings indicate a shift in regional workforce needs, calling for an evolution of IT and com-
puter science education. Educational programs must reconsider how they prepare students for an
industry that increasingly values experience, practical business skills, consulting capabilities and
a dynamic approach to applying technology. By aligning curricula with these emerging demands,
regional institutions can play a critical role in bridging education-employment gaps and ensuring
that graduates are well-prepared for the future workforce.

Building on the insights from community participants regarding education and employment gaps,
the analysis also reveals distinct technical and soft skills gaps that impact graduates’ job readi-
ness. These gaps suggest that while foundational IT skills are often present, specialized technical
knowledge and essential soft skills require further development to align graduates with industry
expectations.

Technical Skills Gaps
1. Cloud and Hybrid Infrastructure

Employers identified a pressing need for graduates proficient in hybrid and cloud-based in-
frastructure management, specifically in cloud automation, orchestration and containerization.
Educators also acknowledged this gap, emphasizing the importance of hands-on experience
with cloud environments as an area where graduate preparedness often needs to improve.

2. Software Development Frameworks

Competency in modern software development frameworks, such as .NET Core and full-stack
development, was a recurrent theme among employers. Businesses seek graduates who can
confidently work within contemporary development platforms, highlighting the demand for a
curriculum with up-to-date programming frameworks and real-world applications.

3. Cybersecurity

Cybersecurity skills, especially those integrating Al applications, are increasingly critical. Em-
ployers underscored the importance of knowledge in areas such as data classification, identity
management and Al-driven security tools. As cyber threats evolve, understanding fundamental
cybersecurity protocols and newer Al applications is essential for protecting digital assets.

4. Automation and Al Integration

Automation and Al integration are becoming core competencies within IT roles. Several busi-
nesses have identified Al as an entry-level skill that assists their work, whether IT support,
coding or communications, and a lack of Al knowledge sets an applicant back.

5. Enterprise Needs

Graduates often need more knowledge to implement low-code/no-code solutions in business
contexts effectively. This gap points to a need for education in practical automation techniques
and business applications that can streamline and enhance operational efficiency. Graduates
also need to use these skills to help bridge older technology to newer technology.

Tied to both points 4 and 5 — one middle-sized company provided some insight into Al and

its enterprise needs. This interviewee commented on their belief that Al will help their hiring
needs because they can go after non-IT candidates based on their fit with company culture,
drive and ambition and use Al to help with the technical aspects of their role. The same person
also recalled his need for people with experience in niche programs called middleware tech (or
software glue). He did not feel the need for training designed to teach these programs, espe-
cially since many would be phased out, but that an opportunity to learn and use some of the
programs in an experiential setting would help.



Soft Skills Gaps
1. Communication and Collaboration

Communication and collaboration emerged as the top soft skill gaps. Employers emphasized
the need for graduates who can adapt their communication styles to suit diverse audiences
and translate technical concepts into understandable terms for stakeholders across various
functions. Educators echoed this, observing that students often need more practice in effective
interpersonal communication and teamwork.

2. Critical Thinking and Initiative

Graduates are often expected to demonstrate critical thinking, problem-solving abilities and the
initiative to tackle complex challenges independently. However, these skills need to be devel-
oped more among recent graduates. Employers value candidates who can approach problems
analytically and proactively, identifying solutions without constant direction.

3. Adaptability and Continuous Learning

The rapid evolution of technology demands that IT professionals continuously adapt to new
tools and frameworks. Employers stressed the importance of a mindset oriented toward contin-
uous learning and professional growth. Graduates who can swiftly learn and adapt to techno-
logical changes bring a distinct advantage, reflecting the industry’s need for agility and lifelong
learning.

Lifelong learning emerged from a discussion about cyber security. One business stated that

it wasn’t sufficient for a person to have a cyber security certificate if they did not also keep up
with changing security issues or technology. They wanted to know if the applicant was part of a
professional learning community or regularly listened to podcasts or videos from other current
professionals.

This analysis underscores the need to address these skill gaps within educational curricula, fo-
cusing on specialized technical skills and essential soft skills such as communication, adaptability
and initiative. Bridging these gaps would significantly enhance graduates’ preparedness and equip
them with the comprehensive skillset needed to succeed in the modern IT and computer science
workforce.

"Partnerships between business, education, and workforce development are
vital to nurture and strengthen a talent pipeline for IT. When businesses pro-
vide information about their needs to education, education can tailor cur-
riculum to ensure students are being trained for the future of the workforce.
Additionally, regional talent partnerships can leverage limited resources
and connections, enabling larger-scale initiatives that benefit both business-
es and the workforce."

-DR. KATYBETH LEE, ASSISTANT DEAN, STUDENT SUCCESS,
VCU SCHOOL OF BUSINESS
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TPI created a new survey with a deeper focus on some of the region’s hiring practices within GO
Virginia Region 4. This was a follow up to prior questions that more specifically focused on skills
(both technical and soft). The survey aimed to gather insights on three key areas:

1. Whether the region provides a favorable environment for IT careers.
2. The primary challenges organizations face in recruiting IT professionals.

3. The extent to which companies employ individuals without technical backgrounds for IT posi-
tions.

The collected responses provide an analysis of key trends and insights to guide workforce devel-
opment strategies.

The survey involved responses from various stakeholders in the Richmond metro region, repre-
senting industries such as logistics, education, finance, construction and chambers of commerce,
down Interstate Highway 95, and including businesses in the Emporia—-Greensville region. Data
was collected through interviews and email correspondence through TPI, ChamberRVA, the Empo-
ria-Greensville Chamber and supporting partners.

Question 1: Do you believe the Richmond metro region has a favorable hiring environment for tech jobs
that do not require a four-year degree?

Most respondents expressed confidence in the Richmond metro region as a favorable environ-
ment for IT growth. Key themes that emerged include:

* Positive Perception: Several respondents believe the region has a healthy mix of skilled
professionals and growing opportunities. One interviewee stated that cybersecurity was an
example of a career that would benefit more from a two-year degree than a four-year degree
because of the technical nature of the degree and the rapid pace at which the cybersecurity
environment is changing.

* Educational Alignment Issues: A few participants highlighted concerns with gaps between
educational offerings and industry needs, suggesting room for improvement in aligning training
programs with practical skills required by the industry.

» Talent Retention: Retaining experienced talent remains challenging despite the favorable job
market.

Overall, there was general optimism regarding the IT environment, but respondents emphasized
the need for continuous improvement in training and education.

Question 2: What challenges, if any, do you face in recruiting for tech job roles in the region? (e.g., skill
shortages, competition, insufficient experience or not enough job seekers)

Recruitment challenges were a recurring theme across responses, with the following issues
identified:

 Insufficient Practical Experience: Many respondents noted a lack of hands-on experience
among candidates, particularly for entry-level positions.

* Remote Work Preferences: Several companies face difficulties filling on-site roles due to
candidates’ preferences for remote work.

* Background and Financial Clearances: Some positions require stringent background checks,
which limit the pool of eligible candidates.

» Skill Shortages: There is a notable deficit of candidates with advanced IT skills, especially for
mid-level and senior roles.
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Organizations emphasized the importance of developing partnerships with educational institutions
to bridge these gaps and improve candidate readiness.

Question 3: Do you employ individuals without technical backgrounds and provide training to fill tech
job roles? Is this due to the lack of tech-skilled job seekers or your interest in bringing in different skill sets
and providing a technical background afterward?

Responses to this question were mixed, reflecting diverse organizational strategies:

* Aptitude-Based Hiring: Several organizations are open to hiring individuals without formal
technical backgrounds if they demonstrate strong aptitude, problem-solving skills and a
willingness to learn. These companies focus on internal training and upskilling.

» Strict Technical Requirements: Others require formal technical education or experience for all
positions beyond entry-level roles. A couple of companies stated they would not consider a
candidate without a four-year degree.

¢ Internal Upskilling: Some respondents highlighted initiatives to train and cross skill internal
employees from nontechnical backgrounds into IT roles. In a follow up, they identified a need to
outsource their training. They could send somebody to a training program, or if the need was
large enough, they could hire a consultant. This answer came from a middle-sized business that
was not using community colleges or the CCWA for their training needs.

The findings suggest a growing recognition of the value of transferable skills and on-the-job train-
ing in IT, though more traditional organizations remain cautious about this.

Conclusion: The survey results indicate that the Richmond metro region is generally perceived
as a favorable environment for IT careers. However, challenges in recruitment and skill alignment
persist. Addressing these challenges will require a coordinated effort.

In February 2025, a focus group provided additional insight that was not as prevalent in earlier
surveys and interviews: the impact of Al and Al adoptions. The impact of Al is quickly impacting
the IT workforce market, especially for people looking for entry-level employment. The two pieces
this group adds to the report include:

1. Many employers expect entry-level applicants to have experience with Al at the supportive IT
and computer science/high-tech levels. These roles need to understand Al, its applications
and how to implement Al effectively into their work. This means having experience utilizing
Al, effectively checking over the outcomes, refining prompts and plugging it into their work.
If an entry-level person does not have some of these skills, they may be unprepared for the
tasks expected within the workforce.

2. Al needs to be included in education from the K-12 level through college and nonterminal
degree programs. It should be taught as a tool, including its ethical and practical uses. This
curricular shift must include IT-specific programs and integrate Al into all educational pro-
gramming since it will be used across disciplinary settings.
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TPI#2: Asset map of the region’s information technology training resources,
including career and technical education, workforce, certifications and degrees

Information technology education is offered at nearly every educational institution within the region,
at varying levels.

Integration of IT as a tool for education is common, with many public Pre-K—12 schools within the
region offering a computer to every student to do their work. Whereas IT is presented as a career
pathway option through all regional schools, it is also clear that the integration of IT within the cur-
riculum is inconsistent. Educational research and policy discussions have focused on integrating
IT into public education curricula. Studies indicate that while significant strides have been made
in incorporating IT into classrooms, challenges persist in achieving comprehensive and practical
integration
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IT integration also needs to go beyond computer applications to the effective use of IT and com-
puter science tools within the content setting. This means working past using computers as a
replacement for text and paper, including coding opportunities in a classroom setting, utilizing
programmable resources and implementing emerging technology. It elevates the IT in a school
setting to a more active IT/computer science lesson rather than the basics of keyboarding and
communications.

According to the National Center for Education Statistics (NCES) at the Institute of Education
Sciences*?, many public schools have adopted various IT tools to enhance instruction. A 2019-20
report published by NCES reported that nearly half of educators were given training that focused
on how to use a computer or software (moderately, 36%, large extent, 11%), and a similar percent-
age reported training on how to use that technology for teaching and learning (moderately, 40%;
large extent ,13%). The same report claimed that roughly half (49%) of schools strongly agreed
that teachers in their schools want to use technology for teaching. Rates of strong agreement were
lower when schools were asked whether they agreed that teachers are sufficiently trained in how
to use technology (18%), that teachers have enough training to use technology for teaching (18%)
and that technical support for technology in the school is good enough (34%).

Despite these advancements, several obstacles hinder full integration:

* Resource Limitations: Schools often need more support in funding, infrastructure and access to
up-to-date technology, which can impede the effective use of IT in education.

» Teacher Training and Support: Adequate professional development is crucial for teachers
to incorporate IT into their teaching practices effectively. A study on educators’ perceptions
revealed that many feel unprepared to integrate technology due to insufficient training and
support.*®

e Curriculum Alignment: Aligning IT integration with existing curricula poses challenges as
educators strive to incorporate technology to enhance learning outcomes without detracting
from core content. A literature review emphasized the need for strategic planning to ensure that
IT integration aligns with educational goals.**

Middle School

Information Technology (including computer science) is offered in most, if not all, middle schools
as a career investigation or pathway exploration course. This exploration course often provides
students with various potential career pathways, exposing students to various skKills, talents and
career path expectations. The IT section of these courses can last one quarter (nine weeks) or

a full semester (18 weeks), depending on the school. Often, but not always, these classes are
supported by an educator through the school district’s career and technology education program-
ming. In some cases, programs such as GO TEC® are used to help provide students with hands-
on experience and exposure to career pathways in high tech, from coding and computer science
to manufacturing.

42 Gray and Lewis, “Use of Educational Technology for Instruction in Public Schools.”
43 Hartman, Townsend, and Jackson, “Educators’ Perceptions of Technology Integration into the Classroom.”
44 Seenivasan, “ICT in Education.”
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Other IT-related offerings may include App Creators, Automation and Robotics, Coding, Computer
Science, Engineering and Science of Technology, all of which come in various formats and dis-
tinctions. Some examples of the variations include Introduction to Coding and Game Design or
Business Skills with Technology.

Separate entities also offer IT exploration opportunities or extracurricular options, such as Code-
VA and Maxx Potential Career Lab, two different approaches to learning about coding, data and
analytics, networking, cybersecurity and even Al. Some of these programs start at the elementary
level. First Robotics is another example that is common in Virginia; however, it is only available

to some students, and there are sometimes barriers that prevent student participation (e.g., high
costs to sponsor a team or identify committed adult leadership).

High School

Information Technology, Coding, Computer Science, Digital Media and related courses offer

a variety of ways to offer IT education in all high school settings, including the career and
technology centers. These courses are offered as regular-credit courses and, in different
locations, can be honors courses. At some places and through Virtual Virginia (online courses),
Advanced Placement (AP) offerings in computer science
(Computer Science A and Computer Science Principles)
are available. Many schools offer dual-credit options

tied to information technology; however, the number of
Coding, Computer Science, students participating is low. Brightpoint Community
College, which works within a broad region of GO Virginia
Region 4, only had 16 students with dual enroliment with
courses offer a variety of computer science during fall 2024.

Information Technology,

Digital Media and related

Currently, students in the region cannot earn an associate
degree in information technology or computer science

in all high school settings, while in high school. IT staff at the community college set-
ting have commented that it may be easier for students to
work toward a nationally recognized certification through
technology centers. their high school programs, because that experience
provides them with more hands-on time in a classroom
setting to best prepare them.

ways to offer IT education

including the career and

AP courses supported by the College Board also show a fair amount of engagement. We can
identify how many test takers* there were in 2024 and their scores for the entire State of Virginia.

e Computer Science A 3,888 67% scored 3 or higher (passing)
e Computer Science Principles 4,145 69% scored 3 or higher (passing)

*The number of test takers does not indicate the number that had taken the course.

**\/irginia is on average for national pass rates in Computer Science A (67.2%) and above national
average in Computer Science Principles (64%).

Virginia has a high rate of youth who take certification tests through its Career Technology Educa-
tion Centers. If you look at all tests related to information technology (which is very broad), 23,608
certification tests were taken by high school youth in the 2023-24 school year, and 69% of those
students passed. These tests include anything from CompTIA to Adobe, IT Specialists certifica-
tions to Microsoft Office Suite & Fundamentals.

External programs also provide high school students with a broad range of program options, from
private bootcamps, First Robotics and Maxx Potential’s Internship Simulator.
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Homeschooling in Virginia accounts for nearly 5% of the student population45. It is higher in rural
areas. When asked, The Home Educators Association of Virginia (HEAV)46 and other interview-
ees stated that many students within the homeschool system have various levels of IT training

and support; however, when it comes to college and career pathways exploration, it often falls

to regional networks of homeschool youth or statewide conferences and events where students
have the opportunity to engage with postsecondary and career options. The GO Virginia Region 4
area effectively engages homeschooled youth, with Brightpoint and Reynolds Community colleges
graduating 127 homeschooled students in 2024.

In a couple of interviews with community college staff within and outside GO Virginia Region 4,
comments were made about technology use. In several cases, it was mentioned that high schools
may have a more universal adoption of technology and integration of technology into the class-
room setting than do community colleges. This comment led to more than one faculty member
stating that students within their programs who may still see a faculty member using older technol-
ogy make it look like the community college is less technical and may be less capable of sharing
effective technology. In one case, a student stated that they felt they were going back in time when
they arrived at a community college campus. This information came from a community college
representative outside of GO Virginia Region 4.

|
IT can seem daunting due to the vast array of specializa-

For those considering a tions and skills needed. However, the field offers many
accessible pathways that accommodate diverse educa-

Seletaly T I L bt e e tional backgrounds, certifications and practical experienc-

the options for education, es. For those considering a career in IT, understanding the
. options for education, training and hands-on experience
training and hands-on is key to choosing the right path. Below is an overview of

the most common and effective pathways for entering the
IT industry. Most of the paths below are post high school.
choosing the right path. However, vocational/career and technology centers remain
on the list because, in some locations, they are still a via-
ble option for continued education, even after high school.

experience is key to

Formal Education Pathways
A traditional route into IT often involves a structured educational background, such as degrees
from colleges and universities. These pathways offer a comprehensive foundation in computer
science and information technology, covering a wide range of related and emerging subjects.

a. Technical and Vocational Schools
For individuals looking to enter the workforce quickly, vocational or technical schools offer
targeted training programs focusing on skills such as coding, network administration or
IT support. These programs often take fewer than two years to complete and focus on
practical, hands-on learning.
* Advantages: Fast-track option for acquiring technical skills, often with hands-on
experience.
* Typical Jobs: IT support specialist, web developer, network technician.
b. Associate Degree in IT
An associate degree is typically a two-year program that focuses on the fundamentals of
IT, providing practical skills that are often sufficient for entry-level roles such as help desk
support or junior system administrators.

45 South, “Across Cultural Lines, Home Schooling Has Boomed since COVID-19 Hit,” Virginia Mercury.
46 “Virginia Homeschool |Home Educators Association Of Virginia.”
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» Courses: Basic programming, database management, network fundamentals and
operating systems.
* Advantages: It is shorter and more affordable than a bachelor’s degree, offering a
quicker entry into the job market or cost-effective lead into a four-year program.
e Typical Jobs: Help desk technician, junior network administrator, IT support specialist.
c. Bachelor’'s Degree in IT or Computer Science
A bachelor’s degree offers a broader and deeper knowledge of IT systems, software
development and networking. Mid-level and more specialized positions may require a four-
year degree, and several larger companies require it.
* Courses: Advanced programming, algorithms, database management, cybersecurity,
cloud computing, software engineering.
* Advantages: Provides a solid foundation in multiple areas of IT and enhances job
prospects for higher-level positions.
* Typical Jobs: Network administrator, junior software developer, database administrator,
cybersecurity analyst.

Certification-Based Pathways
For those who prefer a more direct approach to specific IT roles, certifications offer a targeted and
often quicker route into the industry. Certifications validate an individual’s skills and knowledge in
a particular area and are highly valued by employers, especially in specialized roles.

a. Entry-Level IT Certifications
Many entry-level certifications prepare candidates for — m——
their first IT role by covering foundational skills. These
certifications are often accessible to those with little Certifications validate
to no prior experience and can be a great way to
demonstrate competence to employers.

* CompTIA A+: A widely recognized certification knowledge in a particular
that covers fundamental IT skills such as
hardware, networking, mobile devices and
troubleshooting. It is an excellent starting point by employers, especially in
for help desk or IT support roles.

e CompTIA Network+: This certification focuses
on networking concepts, including network
configuration, management and troubleshooting.
It is ideal for aspiring network administrators or support technicians.

e CompTIA Security+: This course focuses on the basics of cybersecurity and network
security practices. It's a good starting point for individuals interested in cybersecurity
roles.

b. Specialized Certifications
For individuals who know their desired specialization, more targeted certifications are
available in areas such as cloud computing, cybersecurity or systems administration. These
can help demonstrate expertise in specific technologies or platforms.

» Cisco Certified Network Associate: Focuses on networking technologies, including
routing and switching. This is ideal for aspiring network engineers or administrators.

* AWS Certified Solutions Architect (Associate): Focuses on cloud computing with
Amazon Web Services, an essential skill as many businesses move to cloud-based
infrastructures.

» Certified Ethical Hacker: Provides knowledge of hacking technigues used to test
and improve cybersecurity systems, an essential skill for those pursuing careers in
cybersecurity.

an individual’s skills and

area and are highly valued

specialized roles.
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c. Benefits of Certifications
* Certifications can be earned faster than degrees, allowing quicker entry into the
workforce.
» Certifications provide practical skills tailored to specific roles, which can immediately
meet employer needs.
» Certifications are often less expensive than degrees and can be renewed or upgraded
as technologies change.

The CCWA helps students looking to enter the IT workforce through shorter training
programs. Many students complete the training but do not complete their certification
as a result of not taking or not passing nationally recognized certification exams. They
are still completers and often meet the requirements of the role they may be pursuing;
however, they do not receive the full certification. This is still a success for CCWA and
many students as well as employers looking for entry-level employees.

Experience-Based Pathways
For many employers, hands-on experience is as valuable, if not more so, than formal education or
certifications. Practical experience in IT can be gained through various avenues, allowing individu-
als to build a portfolio of work and develop in-demand skills.

a. Internships
Internships provide invaluable hands-on experience in a real-world IT environment. Many
organizations, including IT firms, large corporations and government agencies, offer
internships that allow aspiring IT professionals to learn on the job.

* Benefits: Exposure to practical tasks, mentorship from experienced professionals and
the opportunity to apply classroom knowledge to reallife situations.

* Typical Jobs After Completion: Help desk technician, junior IT administrator, network
support technician.

b. Apprenticeships
Apprenticeships combine on-the-job training with classroom instruction and are a great way
for students to earn while they learn. Government initiatives or industry partnerships support
many IT apprenticeships and can lead directly to full-time positions.

* Benefits: Provides paid, hands-on experience while earning certifications or completing
courses.

* Typical Jobs After Completion: Junior network engineer, IT support technician, systems
administrator.

c. Freelancing or Project-Based Work
For those who are more entrepreneurial or
independent, freelancing in IT can be a viable entry Many aspiring web devel-
point. Many aspiring web developers, network
technicians and IT support specialists build their
portfolios by taking on freelance projects or working and IT support specialists
on small, personal projects.

* Platforms: Websites such as Upwork, Fiverr

opers, network technicians

build their portfolios by tak-

and Freelancer.com allow IT professionals to ing on freelance projects or
find project-based work. .
* Benefits: Freelancing allows individuals to build working on small, personal

a portfolio of real-world work, often leading to
full-time employment or entrepreneurship.

* Typical Jobs After Freelancing: Web developer,
database administrator, technical support
consultant.

projects.



4. Bootcamps and Short-Term Training Programs

Bootcamps have become a popular alternative to traditional education in the tech field, offering
intensive, short-term training programs. They often focus on one specific area, such as web devel-
opment, cybersecurity or cloud computing, and aim to equip students with job-ready skills in just a
few months.

a. Coding Bootcamps
Coding bootcamps such as General Assembly, Flatiron School, Le Wagon and, locally,
Nucamp Coding Bootcamp, offer immersive training in software development, teaching
languages such as JavaScript, Python and Ruby in a few months.
* Advantages: Bootcamps are intensive and focused, making them ideal for individuals
who want to start their IT careers quickly.
* Typical Jobs After Bootcamp: Web developer, front-end developer, software engineer.
b. Cybersecurity Bootcamps
Programs such as Springboard/Nucamp Coding Bootcamps and Fullstack Academy offer
focused training on cybersecurity fundamentals, network security and ethical hacking.
* Advantages: Short-term, often online and part-time, practical training that prepares
students for cybersecurity certifications and real-world challenges.
* Typical Jobs After Bootcamp: Junior cybersecurity analyst, information security
technician, ethical hacker.
¢. Cloud Computing Bootcamps
Cloud computing bootcamps, such as those offered by AWS or Google Cloud, provide
hands-on training in cloud architecture, migration and management.
* Advantages: Fast-track training to meet the demand for cloud professionals.
* Typical Jobs After Bootcamp: Cloud architect, cloud support specialist, DevOps
engineer.

Self-Learning and Online Courses
For individuals who prefer a self-directed learning approach, numerous free and paid online
resources allow aspiring IT professionals to learn at their own pace. Platforms such as Coursera,
edX, Udemy and LinkedIn Learning offer courses on various IT topics.

* Advantages: Flexible learning that allows individuals to study in their own time, often at
a lower cost.

« Recommended Platforms: Coursera (for degrees and certifications), Udemy (for specific
skills), freeCodeCamp (for coding), Khan Academy (for fundamentals).

* Typical Jobs After Self-Learning: Web developer, junior programmer, IT support
specialist.

Networking and Job Market Preparation
Regardless of the educational pathway, networking is crucial in the IT field. Attending industry

events, joining professional organizations and participating in online IT communities can provide
valuable connections and insights into job opportunities.

* Professional Organizations: Joining groups such CompTIA, the Association for
Computing Machinery or the Information Systems Security Association can provide
networking opportunities and resource access.

» Job Fairs and Career Events: Attending IT job fairs or virtual career events can help
candidates meet potential employers and learn about open positions.

» LinkedIn: Building a strong LinkedIn profile and connecting with IT professionals is a
great way to tap into job opportunities.



To effectively revitalize its IT programs, the region must recognize and differentiate among the
diverse pathways leading to high-paying IT careers. By aligning educational offerings with indus-
try demands and fostering unique experiences, the region can enhance its appeal to prospective
students and employers. Current regional key strategies include:

Integrating Emerging Technologies into Curricula
* Al Education: VCU introduced an Al minor, in fall 2024, to equip students with Al
competencies.47

* Community College Initiatives: The Virginia Community College System established an Al
Task Force48 to explore the incorporation of Al into community college programs, reflecting a
statewide commitment to advanced technology education.

Emphasizing Practical Skills and Real-World Applications

* Hands-On Learning Projects: Henrico Career and Technical Education (CTE) students actively
participate in the renovation of the CTE and adult education facilities at Regency Mall, gaining
experience in networking, security and computer systems.

* Hackathons and Competitions: Regional entities have organized hackathons that challenge
participants to develop both defensive and offensive cybersecurity strategies, fostering critical
thinking and practical problem-solving skills.

Providing Flexible and Accessible Learning Options

* Mentorship-Based Apprenticeships: Maxx Potential offers paid apprenticeship programs
that combine mentorship with practical training, simultaneously addressing client needs and
cultivating a tech-savvy workforce. They also offer online apprenticeship models in which
colleges or programs can pay to have participants experience online apprenticeship work
experiences. These are unpaid apprenticeships.

* Accelerated Certification Programs: Programs such as Nucamp Coding Bootcamp offer
accelerated courses designed to prepare students for accredited certifications in various
technical disciplines, catering to diverse learning preferences.

Promoting Interdisciplinary Studies and Soft Skills Development

* Consulting-Focused Education: James Madison University (JMU)* has implemented a program
that prepares IT students for consulting roles by integrating a 12-credit curriculum with
internships, enabling students to work in small consulting groups. Over two years, numerous
firms have collaborated with these groups, enhancing both student experience and company
growth. Many students have been hired by these supporting companies or other consulting
firms across the state as a result.
*JMU is outside of the GO Virginia Region 4; however, JMU’s unique model for its IT programs
is worth sharing.

Encouraging Continuous Learning to Keep Pace with Technological Advancements

* Professional Development Networks: RVATech, the regional technology council, facilitates
the growth of the technology sector through networking events and conferences aimed at
continuous learning. While not a formal advisory board, RVATech serves as a collective voice
for IT and related fields in the region.

These local strategies are unique opportunities that create distinctive and effective pathways into
the IT sector. They align educational programs with industry needs.

47 Porter, “VCU Launches New Minors in Atrtificial Intelligence and in Mixed and Immersive Reality.”
48 “Governor Glenn Youngkin Announces a New Artificial Intelligence Task Force.”
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The following institutions all report through the SCHEV. This list does not contain the numerous
camps and private centers and online programs in which IT related degrees are offered. Bright-
point, Reynolds and Southside Virginia Community colleges, Richard Bland College, and the
CCWA have supported numerous transfer associate degrees, associate of applied science de-
grees and certifications in the IT-related space. The options prepare most graduates for two path-
ways: entry-level work or continuation to further advance the student’s education.

Universities, such as Virginia Commonwealth University, Virginia State University, Virginia Union
University, the University of Richmond and colleges such as Randolph-Macon offer a variety of
majors and minors in IT and computer science. Some have options through both their business
and engineering colleges.

Several of these institutions also offer a variety of bootcamps and programs aimed at general sup-
port and education in these areas, often to draw more people to consider these career pathways.
One example would be the Coding Bootcamp offered through the University of Richmond, aimed
at beginners. This program offers a certificate of completion as a credential.

CCWA

e Short Term Training
* AWS Certified Solutions Architect (Associate)
* AWS Cloud Practitioner
e CompTIA A+
e CompTIA Linux+
e CompTIA Network+
* CompTIA Security+
* PCAP — Certified Associate in Python
Programming

Brightpoint Community College

* Associate Degree

* Information Technology, Associate of Science
(AS)

* Computer Science, AS

* Web Design, Associate of Applied Science
(AAS)

e Career and Technical Degrees and Certificates

e Cisco Network Administration, Cisco Career
Studies Certificate (CSC)

e Cloud Computing, CSC

e Computer Programming, CSC

* Cybersecurity, CSC

* Information Systems Technology, AAS

* Network Security and Support, CSC

46



Reynolds Community College

* Associate Degree
* Computer Science, AS
e Information Systems Technology, AAS

* Certificates
e Cloud Computing Concentration, CSC
e Computer Applications Concentration, CSC
* Computer Applications Fundamentals, CSC
* Computer Programmer Concentration, CSC
e Cyber Security Concentration, CSC
* Network Fundamentals, CSC
* Web Development Concentration, CSC

Richard Bland College
* Associate Degree
* Math/Computer Science, AS

Southside Community College

* Associate Degree
* Information Systems Technology, AAS

Several of these institutions
also offer a variety of
bootcamps and programs
aimed at general support
and education in these
areas, often to draw more
people to consider these

career pathways.

* Information Systems Technology: Networking Specialization, AAS

* Certificates
* Application Software Specialist, CSC
e Computer and Office Basics, CSC
e Computer and Office Basics: Design Track, CSC
* Cybersecurity Advanced and Cloud Computing, CSC
* Cybersecurity and Networking Foundations CSC
* Information Systems Technology
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Randolph-Macon College

* Undergraduate
e Computer Science
e Cybersecurity

University of Richmond

* Undergraduate
e Computer Science, Bachelor of Science (BS) and Bachelor of Arts (BA)

Virginia Commonwealth University

» Certificate Options
e Computer Science
e Cyber Security
* Data Science
* Information Systems

By aligning educational

offerings with industry
* Undergraduate
« Bioinformatics demands and fostering
e Computer Engineering
e Computer Science
* Information Systems region can enhance its

unique experiences, the

* Master’s appeal to prospective

* Bioinformatics

* Computer and Information Systems Security
e Computer Science

e Data Science

* Information Systems

students and employers.

* Doctorate
° Computer Science

Virginia State University

* Undergraduate
* Computer Engineering, BS
e Information Logistics Technology, BS

* Master’s
» Data Analytics, Master of Science (MS)

* Doctorate

Virginia Union University

* Undergraduate
* Business Analytics, BS
* Computer Information Systems, BS
e Cyber Security, BS

* Master’s
* Data Analytics, MS
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Many regional, national and even international groups offer information technology and computer
science programs and degrees for people in the region. ECPI University provides programs locally
in cyber and information security and engineering technology, and South University offers a Master
of Science in information systems.

Common online programs include Arizona State University, National University, Southern New
Hampshire University, University of Buffalo, University of Phoenix and Western Governors
University. These, plus many more, offer IT-related programs, often with flexible scheduling.

In 2020 and 2021 VCU’s Tech-Talent Pathways*® surveyed community members about the tech-
nology pathways for regional workforce and businesses. VCU successfully worked with regional
groups to build a report that made many recommendations on how to improve the pathway to
tech-oriented degrees and careers. Their recommendations, while logical and supported by peers
within the industry and community, have run against some obstacles to implementation. When
provided the opportunity, TPI talked with some people in various roles about whether or not some
of these recommendations were in motion, obtainable or would run across continued obstacles
preventing their inclusion. The points commented on are not a complete list from Tech-Talent Path-
ways but are selected points on which comments were made. Many of their recommendations are
still valid; however, it would take more effort to identify ways to expand and implement them.

The VCU Tech-Talent Pathway report lists suggestions for empowering educators (solid bullet
points). Updated information from TPI interviews has been included (hollow bullet points).

* There is a critical shortage of tech-ed teachers. Train current faculty as opposed to adding new
faculty.

o The Joint Legislative Audit and Review Commission (JLARC) issued a report titled “Virginia’'s
K-12 Teacher Pipeline,”® stating that 4.5% of teaching positions were vacant at the start of
the 2023-24 school year, up from 3.9% in the prior school year (and less than 1% in years
before the pandemic); 16% of Virginia’s teachers were not fully licensed or not teaching in
the field in 2022-23, up from 14% in the prior school year (and 6% a decade ago). As a
result, additional training appears challenging to implement.

o The Virginia Department of Education does provide resources and support to help
educators with IT integration and also provides standards of learning for both digital
learning integration and computer science

* Provide and encourage professional development opportunities for teachers.

o There have been challenges for professional development opportunities outside the
school district’s internal professional development offerings. Many school divisions select
professional development options for their employees, eliminating many content-specific
options. Some teachers have claimed business fatigue for lack of optional participation.
The Virginia ED Strategies CHOICE Award provides educators with free professional
development, but it struggles to fill available spots and has had to extend its grant program.

o Various professional organizations exist to provide educators with professional
development in the application and effective implementation of IT and teaching
information technology.

49 “Tech-Talent Pathways.”
50 “JLARC | Pandemic Impact on K-12 Public Education.”
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* Encourage internships and externship opportunities for educators.

o When asked, several teachers said they would take advantage of internships or externships;
however, many claimed they need more time and financial support. Many educators have
summer employment, take the time to work on projects or spend time with family — things
they feel they can’t do through the school year, especially if they have extra responsibilities
such as coaching, tutoring or club sponsorships.

Creating Student Opportunities
The same VCU Tech-Talent Pathways report reached the following conclusions regarding student
preparation for IT pathways:

 |dentify early learning opportunities for students to creatively apply engineering skills, problem
solving, collaboration and critical thinking.

o Many of these methods of teaching engineering, problem-solving collaboration and critical
thinking were introduced through statewide STEM efforts, but the common language around
integrative STEM was never finalized, and many programs turned into arts and crafts
programs under STEAM. There is a new STEM initiative being supported by the Virginia
Department of Education, which will start in spring 2025.

e Connect students with community organizations that advance tech education within the
community in order to increase awareness, hands-on learning opportunities, participation and
competency level.

o These options are only available in some places and tend to focus on urban or suburban
areas. These programs are inconsistently delivered or marketed; however, they do exist. The
buildup of regional Makerspaces, including at many libraries, has initiated some high-tech
options with mixed results. Higher education also has created engagement opportunities
through programs such as the VCU da Vinci Center for Innovation.

* Focus on year-to-year growth on students’
technical skills as they progress through
their K-12 STEM curriculum.

o None of the people interviewed could
recall a way in which students’ technical
skills are measured or quantified within
their school districts.

¢ Create a region-by-region virtual
clearinghouse for internships, externships
and experiential learning opportunities for

K-12 students.

o As of the writing of this report, RVATech
has been working to create a unified
online location for internship/externship
possibilities, as well as the growing
efforts with the Virginia Talent +
Opportunity Partnership.
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Creating Meaningful Pathways
In the report, the VCU Tech-Talent Pathways community members had some additional sugges-
tions for workforce development, communications and information sharing:

Provide equitable and meaningful internship opportunities for high school students.

o Virginia has worked towards creating HS internship programs®'; however, many of these
programs compete with the same or similar opportunities for college students. The access
to these opportunities is locally determined, by access, transportation and employer
engagement. There are also many limitations on where students may intern.

Invest in mentorship opportunities from business and industry organizations to provide

engineering, computer engineering and digital tech employees the time, flexibility and

opportunity to serve as mentors.

o The region has various levels of mentor inclusion, primarily through third-party mediators,
such as the Boys & Girls Club, YMCA and Communities in Schools programs. Schools
lacked the time to coordinate some of these efforts, so community partners have helped
arrange experiences for certain affiliated schools. This effort requires a company willing to
share time and expertise and a mentor who is trained and prepared to work effectively with
youth. These efforts, currently found in schools typically listed as Title | (high poverty, risk of
failing to meet standards), often meet the needs of a business looking to provide community
support.

Increase support for entry-level rotational programs that help college graduates transition to

early careers.

o The support programs for transitional students have been growing. Many postsecondary
institutions have worked to develop programs that provide these supports, whether
academic, social or environmental.

Provide career switchers with incentives to join key fields.

o Career switchers’ recruitment needs to be more consistent. Several groups compete for
some of these candidates; however, the marketing is varied in different communities and
career pathways. Creating a forward-facing map of competencies and where to gain them
would help potential career changers or those wishing to upskill to make themselves more
eligible for a promotion.

51
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Develop and deliver training programs with public and private partners that define employer
needs, develop and test training and education solutions to meet these needs and scale
solutions that work throughout the Richmond region.

o Is there a standard (other than recognized certifications) for credentialing upheld by regional
businesses? In larger companies, this tends to be internal, but a regional advisory board
could collect interests and needs and help ensure that provided professional and continued
learning opportunities meet those measures of success.

Identify stakeholders in order to develop communication strategies.

o Currently, communication is fractured among various separate groups. There needs to
be a consistent voice among IT and computer science professional communities — the
communications split between various social efforts, within the nuanced narrow foci of IT and
between corporations. A strong regional convener is needed to pull together a wide-reaching
advisory group.

Identify tools to communicate with parents, students, educators and businesses about tech-

talent pathways and careers.

o Parents receive a lot of information, especially at the high school level. How does information
technology create something, with marketing, to lift the information above the regular white
noise of communications? It may need to be a centralized repository of resources, programs,
mapping and support that can help bring together the regional schools and community
rather than try to reach each entity independently.

Develop a strategy to present engineering, computer science and technology, ensuring a

broader base for STEM literacy.

o This effort should be aligned with the state’s STEM networks, which are growing but may
not consider including IT/computer science. This would be a good time to ensure that the
industry inserts itself and supports an expansion of the regional STEM efforts.
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TPI#3: Analysis of the occupational, skills and training gaps that could hinder
industry growth

The various potential hindrances or gaps within the IT/computer science industry sector can
extend across a broad range. The following information, though broad in scope, all impacts the
occupational and training gaps that may impede IT growth in the region. Most of the gaps identi-
fied deal directly with IT; however, several gaps deal with regional support for the community and
attracting talent. These gaps are still worth exploring, as they still have an impact that may influ-
ence regional IT industry development.

TPI's research and efforts identified many gaps that may help the community, businesses and, es-
pecially, the talent and workforce pathways. All of the gaps identified can directly or indirectly im-
pact the success of business growth, hiring rates and community connectedness to IT as a career
pathway. Some are more directly tied to how we can best prepare a workforce capable, competent
and responsive to the needs of IT-related businesses. Other gaps, marked with an asterisk (*) and
in orange, are worth mentioning but do not deal as directly with the intent of the Talent Pathways
efforts and will not be a focus within the recommendations.
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Education Gaps

A strong and well-aligned educational system is essential for developing a robust IT workforce,

yet multiple gaps hinder students from effectively pursuing and succeeding in IT careers. These
gaps emerge across various stages of the education pipeline, from early exposure in K-12 to
postsecondary training and career transitions. Limited integration of IT concepts in early education,
outdated curricula, inconsistent access to hands-on learning opportunities and financial barriers
all contribute to an uneven and often exclusionary pathway into IT fields. Additionally, disparities in
outreach and engagement leave underrepresented populations — such as women, minorities and
economically disadvantaged students — at a significant disadvantage. Even where IT programs
exist, misalignment between industry needs and educational training, unclear career pathways and
insufficient mentorship create further obstacles. Addressing these challenges requires a multi-
faceted approach that includes curriculum modernization, enhanced career guidance, expanded
access to certifications and structured support systems to help students persist in IT training
programs and transition successfully into the workforce. The following eight sections outline key
education gaps that must be addressed to strengthen the IT talent pipeline and better align educa-
tion with industry demands.

Early IT Education and Career Awareness

* Limited Integration of IT in K—12 Curricula: IT concepts are often absent or minimally
represented in K-12 education, which deprives students of early exposure to foundational skills
and career awareness. This limits the pipeline of future IT professionals.

* Access through Electives: Many students can access IT-related courses; however, they are
electives, which means students have to opt in to take these classes. This leaves many students
out who may otherwise identify themselves as tech-
interested and capable students. These options
may not be available to students who are behind
academically.

* Qverexposure to Pathways: IT is an important pathway,
and there needs to be a concerted effort to attract
students to IT’s career opportunities. The region has
several initiatives to coax educators to direct their
students toward various career pathways that include
nursing, aviation, general contracting (electrician,
plumber, masonry, carpenter) and submarine
construction/fabrication jobs. There is a heavy push
to get schools, educators and students to consider
these career pathways, while IT (and advanced
pharmaceutical management) are trying to attract
students to their occupations. If the IT outreach is not separated from the other options, it can
become overwhelming to the individuals we are trying to reach.

e Extracurricular options are inconsistent: Programs outside of the school setting are excellent
ways for students to learn about career pathways and interests such as IT; however, in many
locations, the variety and quality of options are not available, preventing many students from
having these opportunities.

* Insufficient Engagement with Diverse Populations: Women, minorities and economically
disadvantaged students remain underrepresented in IT due to insufficient outreach and inclusive
programming, restricting the potential workforce and diversity within the field.
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Considerations in Secondary and Postsecondary IT Training

Outdated Curriculum Content: Rapid technological advancements outpace curriculum updates,
leaving many high school and postsecondary students without training in high-demand

areas such as Al, cybersecurity, cloud computing and data analytics. This may also lead to a
misalignment of expectations for those who select an IT pathway as a postsecondary option.
The outdated curriculum also includes the time required to approve courses covering new
content.

Lack of Practical, Hands-On Experience: Many students graduate without hands-on experience
due to limited access to labs, internships or project-based learning, reducing job readiness and
increasing employer training burdens.

Inconsistent Technology Integration: Even where technology resources exist, their integration
into relevant IT/computer science lessons is absent or, at best, uneven. Professional
development for educators on incorporating IT into their lesson plans, beyond computer
applications, would ensure consistent exposure to relevant technologies.

Dropout Rates: The GO Virginia Region 4 follows the country in having a high dropout rate
for the study of computer science. The reasons mentioned earlier include anything from
unexpected rigor and math requirements to a mismatch in academic expectations. Many
schools, including local ones, have implemented various support services to help individuals
stick with the more rigorous computer science/high-tech pathway. These need to be more
thoroughly measured for success, and additional options may need to be considered.

On-Ramp Options: Many students begin their education in an IT-related program, such as IT
support, technical certifications or general information systems. However, they may lack the
confidence, preparation or academic foundation to transition into more rigorous fields such
as computer science, software development or
[—— cybersecurity. These students may either drop out
of their program or remain in lower-level IT tracks,

Addressing these challenges limiting their long-term career growth and earning

requires a multifaceted potential.

Many students are initially interested in advanced
IT disciplines but may struggle with foundational
curriculum modernization, concepts, mathematical rigor or the perceived
difficulty of higher-level coursework. Without clear,
accessible support systems, such as structured
expanded access to tutoring, bridge courses and mentoring, these
students are often left without viable options for
progression, helping to drive the talent shortage in

approach that includes

enhanced career guidance,

certifications and structured

support systems to help critical IT fields.

As the demand for highly skilled IT professionals
continues to grow in areas such as Al, cybersecurity
programs and transition and software engineering, failing to address this gap
will result in lost opportunities to cultivate a stronger
regional workforce. Establishing well-defined on-
workforce. ramp pathways is essential to helping more students
successfully transition into high-tech careers, ensuring
they are not left behind due to academic challenges.

students persist in IT training

successfully into the
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Inconsistent Technology Integration in K-12 Education

Varied Technology Use by Educators: Although technology tools are available, integration
varies significantly across districts and classrooms. The educators’ confidence levels or time
constraints often contribute to the varying integration of computer science skills. This can easily
lead to inconsistent digital literacy and skills development. Even where technology resources
exist, their integration into relevant IT/computer science lessons is absent or, at best, uneven.
Professional development for educators on incorporating IT beyond computer applications into
their teaching would ensure consistent exposure to relevant technologies.

Limited Access to Qualified Educators: High turnover in teaching positions impacts the
availability of qualified IT and computer science educators, as those with industry-relevant skills
may find higher-paying opportunities outside education.

Barriers in Career Pathways and Transition Support

Unclear Pathways to IT Careers: Students often need more guidance on IT career pathways
and may struggle to understand the steps that lead from education to employment. A clear,
consistent voice (using outreach/marketing tools) can promote educational options, pathways
for career advancement and job openings/future projections. This would help educators,
guidance counselors and potential workforce entrants, providing a forward-facing map that
anyone could use to help identify IT-roles, expected job openings, skills needed and where to
obtain those skills within the region.

e Challenges in Choosing Appropriate
Training Options: The variety of
educational options available — from
community colleges and universities to
private programs, coding bootcamps to
online courses — can be assets as well
as challenges for students. Without clear
guidance on each pathway’s merits and
career outcomes, students may struggle
to make informed decisions that align with
their IT career goals. Ensuring students
have access to reliable information on
training options and career pathways will
help them make better-aligned choices
and reduce It program dropout rates.

e Challenges in Transition Points: Transitions from high school to college or from graduation to
entry-level roles are vulnerable stages. Limited access to structured mentorship, advising and
internships reduces students’ momentum in pursuing IT careers. A growing number of regional
bridge programs may change this postsecondary pipeline “leak.”

Financial and Accessibility Barriers

High Costs of Certifications: Essential industry certifications such as in cloud computing and
cybersecurity are costly, creating financial barriers for students and restricting access to IT
careers. Certifications are cheaper than a degree but still pose a financial burden.

Resource Inequities Across Regions: Students in low-income or rural areas often need access
to high-speed internet, modern equipment and IT resources, which limits their preparation and
reinforces regional skills gaps.
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Misalignment Between Training and Industry Needs

* Mismatch of Academic Training and Industry Skills: Educational institutions need help to align
programs with evolving industry demands — graduates often need additional training to be
workforce-ready. This mismatch can range from business acumen to understanding modern
cybersecurity issues or the application and use of Al.

* Aadvisory Boards: Most, if not all, SCHEV/VCCS-related IT programs meet with an advisory
board to help align educational programming with industry needs. These boards need
continuous evaluation and incorporate fresh perspectives and experiences. These boards
can help, but if stagnant, they can hurt more than assist in the evolving IT field. Many board
representatives do not provide internships nor hire from the institutions they advise, so schools
may need to be selective about who they invite to join their boards, choosing members who will
ensure appropriate support.

e [ack of Soft Skills Training: |IT programs often need to emphasize crucial soft skills, such as
communication and teamwork, which are essential in collaborative environments and client-
facing roles. Embedding soft skills training into technical education programs, combined
with employer-led workshops or mentoring initiatives, could better prepare students for the
workplace.

This is a universal problem, across job sectors and e
geographical boundaries. Extensive research underscores
the critical role of soft skills, such as communication, The U.S. Department of

teamwork, problem-solving and adaptability, in hiring
processes across the United States. Employers
increasingly prioritize these competencies, recognizing that while technical
their profound impact on workplace efficiency and
employee retention.

A study highlighted by Reuters®? reveals that mentored employers view soft skills,
individuals earn 15% more than their nonmentored

peers. This emphasizes the value of soft skills such as
confidence and teamwork, which are often lacking in communication,
young recruits. This finding suggests that enhancing soft
skills can significantly improve workplace readiness and
productivity. solving, as even more

Labor also emphasizes

skills are fundamental,

such as professionalism,

teamwork and problem-

Further, research published in the International Journal of
Educational Technology in Higher Education®® indicates
a discernible demand for soft skills, such as critical and
analytical thinking, problem-solving, communication skills and flexible creativity, especially within
technologically driven domains. The study analyzed job postings from 19,000 organizations
over five years, revealing that employers frequently seek these competencies even in
technology-focused fields.

crucial to work readiness.

Forbes®* found that 84% of 90% of men and 80% of women acknowledge the value of soft skills
in the workplace. This consensus among employees highlights the universal importance of soft
skills in professional settings.

The U.S. Department of Labor also emphasizes that while technical skills are fundamental,
employers view soft skills, such as professionalism, communication, teamwork and problem-
solving, as even more crucial to work readiness.

52 Balch, “Brand Watch.”
53 Polakova et al., “Soft Skills and Their Importance in the Labour Market under the Conditions of Industry 5.0.”
54 Robinson, “84% Of Workforce Insists Job Candidates Must Demonstrate Soft Skills, New Study Finds.”



Support for Lifelong Learning and Skills Adaptation

* |nadequate Professional Development Infrastructure: Continuous skills development is essential
for IT professionals, but many employers need more resources to support ongoing training.
Long-term skills gaps are a result. Educational institutions within the region can develop
programs to meet the need. However, there should be a cohesive voice in determining how to
create a collaborative effort that will support multiple IT-related businesses or provide IT support
for businesses that do not identify as IT companies. This problem was more prevalent with
smaller-sized businesses.

* High Turnover Due to Burnout: Rapid reskilling demands contribute to burnout and high
turnover, underscoring the need for sustainable career management and support systems.

Challenges in Postsecondary IT Education

* High Competition Among Academic Institutions: The focus on degree completion creates
competition among educational institutions. The disparity between IT enrollments and
graduation rates highlights the need for systems to retain students within IT career pathways.
This competition can be external or internal, and it can be within a college or university
competing for students.

* Impact of Online and Hybrid Learning Models: The shift toward distance learning, with 70.2%
of VCCS offerings including an online option®3, raises concerns about reduced hands-on
engagement and instructor interaction. These are vital for technical skill development. Higher
education faculty have commented on the impact this has on providing hands-on experience
that uses tools and technology associated with some courses. This appears to have some
impact on student confidence.

The successful development of an IT workforce depends
Strengthening internships, not only on education but also on the alignment between
businesses, community resources and workforce pipelines.
However, several gaps hinder the seamless transition from
and fostering alternative education to employment, ultimately affecting industry growth,
economic development and workforce readiness. Key chal-
lenges include an oversupply of IT graduates relative to local

refining hiring criteria

entry points into IT

careers will be crucial to job opportunities, inconsistent hiring practices, a lack of stan-
. . . dardized technical terminology and limited structured support
building a more inclusive for apprenticeships and internships. Additionally, disparities in

employer expectations, misalignment between industry needs
and academic training, and an absence of clear pathways
workforce. for nontraditional IT job entrants create significant barriers to
workforce integration.

and sustainable IT

Further complicating these challenges, the perception of the Richmond region as a support hub
for IT — rather than a center for innovation and cutting-edge technology — affects recruitment and
retention. Many businesses prioritize hiring candidates based on cultural fit and broad competen-
cies rather than technical skills alone, with Al playing a growing role in redefining skill expecta-
tions. Meanwhile, younger workers increasingly seek careers that align with their values, emphasiz-
ing work-life balance, societal impact and environmental responsibility. This creates new pressures
for IT employers.

55 “VCCS Fast Facts.”
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Addressing these business and community gaps requires a coordinated approach, including the
development of a regional advisory board, greater industry-education collaboration, and improved
transparency in career pathways. Strengthening internships, refining hiring criteria and fostering
alternative entry points into IT careers will be crucial to building a more inclusive and sustainable
IT workforce. The following eight sections outline key challenges and potential solutions for bridg-
ing these gaps and ensuring that IT talent is effectively nurtured, retained and integrated into the
workforce.

Lack of Sufficient Job Opportunities for
IT Graduates

* Supply Exceeds Demand in Entry-Level IT
Roles: VOEE shows there were 3,182 annual IT
career cluster openings in the Richmond MSA
and 2,355 regional IT-related graduates per
year. Including the percentage of individuals
filling entry-level roles in computer occupations,
only 32.4% of those roles represent people
from the computer and IT degree pathways.
Another 22.9% come from business/marketing
or engineering pathways (totaling 55.3%). A
total of 44.7% of people entering entry-level
computer-related occupations are from non-IT
educational pathways. That means that 1,760
roles are being filled by individuals with IT-
related degrees, and 1,422 positions are being filled by individuals without IT degrees from a
SCHEYV reporting institution. There are nearly 600 IT-related graduates who will not find IT jobs
regionally.

* Richmond Region IT Optics: The region is not seen as high tech and supportive of developing
new technology and designing and building supercomputers, but rather as an IT industry that
supports many small- and medium-sized companies. Even the more prominent companies
focused on business, marketing or data, including Capital One, CoStar, Bon Secours and
CarMax, want to fit technology into their business plans.

Mismatch Between Hiring Practices and IT Graduate Skills

* Hiring Trends in Entry-Level IT Roles: Nearly 44.7% of entry-level IT positions are filled by
individuals without IT-related degrees, indicating a disconnect between industry needs and
educational outcomes. Employers often recruit from other fields, suggesting that IT graduates
may only partially meet job requirements or that non-IT candidates bring skills valued by
employers.

« Al influence on hiring: It has been mentioned that Al will help non-IT skilled employees gain
those skills or identify ways to support their IT needs. Even the more prominent companies
focused on business, marketing, finance or health care — including Capital One, CoStar,
Carmax and Bon Secours fit technology into their business plans.
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Inconsistent Hiring Criteria and “Unwritten” Requirements

Variable Standards Across Employers: Some IT businesses rely on informal or unwritten hiring
criteria, creating ambiguity for applicants and challenging educational institutions to align
curricula with industry expectations. Regional conversations revealed a disparity between the
qualifications that IT professionals recommend and those often prioritized by human resources.
This disconnect may stem from an abundance of bachelor's-degree graduates, which can
disadvantage capable candidates with associate degrees or certifications. CompTIA states the
region is open to hiring people with less than a bachelor’s degree; however, there is a pool of
IT-related bachelor’s degreed people to compete with, so it makes hiring somebody with less
than a four-year degree highly competitive.

Lack of Common Language for Technical Skills and Roles

*Inconsistent Terminology Across the Industry: Without a standardized language for technical
skills and job roles, job descriptions are frequently misinterpreted, leading to mismatches
between candidate qualifications and employer needs. This inconsistency in terminology
complicates workforce alignment and poses challenges for curriculum development.

IT-related occupational and educational codes (including NAICS) do not match modern IT
terminology. This includes a lack of codes for cyber security and Al. This can result in confusion
when collecting data, since it is difficult to parse out roles, educational expectations and, at
some point, more detailed competencies.

Lack of Standardized Language (within the region): Variations in job titles, skills descriptions
and qualifications hinder alignment between education programs and industry needs.
Developing an IT-specific skills and job taxonomy, supported by a regional advisory board,
would streamline workforce alignment and curriculum design. Developing this common
language would also help create a map of various IT-related roles and the competencies
needed to apply to or fulfill the needs of these roles. This competency map would help
interested individuals to identify the most straightforward educational/experiential pathway to
their career.

. Insufficient Support for Apprenticeships and Internships
Limited Access to Early Career Development Opportunities: Internships and apprenticeships
are vital for practical skill-building, but more coordinated support is needed for these programs.
A shortage of structured, accessible opportunities leaves students unprepared for the workforce
and burdens employers with training. This includes efforts to support Virginia’s High-Quality
Work-Based Learning (HQWBL) program.

Program Duration and Security Clearance Delays: Concerns include the lengthy background
check/clearance processes in some internship programs, which can consume a significant
portion of the internship duration, limiting time for learning and productivity. High school
students cannot intern at a business where felons are on staff.

Fragmented Access to Internships and Apprenticeships: Students (and educational institutions)
face high competition for limited opportunities across various platforms. A centralized repository
would streamline access, promote equity and reduce barriers to student and postsecondary
institutional competition. RVATech is working to pull this together for the Greater Richmond
region.
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Limitations of Unpaid Internships: Unpaid internships create significant barriers to
participation, especially for students who rely on income to support their educational goals

or family obligations. Financial need restricts access to valuable career-building experiences,
disproportionately affecting students from lower-income backgrounds and limiting the diversity
of talent entering the workforce.

. Need for a Regional Advisory Board for Industry and Education Alignment

Enhancing Communication and Coordination: A regional advisory board could align industry
and education sectors by standardizing terminology, setting skills expectations and advising
on curriculum development. This board could also manage a centralized internship and
apprenticeship program and offer guidance on emerging industry trends to keep academic
programs relevant. For sustainability, this board would need a convener responsible for
communications, agenda-setting, success metrics and organizational support.

Mapping of IT Careers and Skills: A clear and tangible universal pathway for IT careers is
needed. Individuals looking for a pathway will receive a multitude of answers and advice.
Individuals could more easily decipher the pathways to meet their goals if there was a means to
identify the career paths and skills required.

. Outdated and Inconsistent Curriculum in Educational Institutions

Curriculum Lagging Behind Industry Standards: Rapid technological changes outpace many
academic curricula, resulting in graduates who may need more current, high-demand skills.
Regular input from an advisory board could help institutions update programs to better match
industry needs. This is not just within SCHEV/VCCS reporting institutions but all educational
support pathways.

3. Limited Pathways for Nontraditional Entrants
into IT Careers

* Underutilization of Alternative Pathways: Given the
industry’s talent demand, increased support for
nontraditional pathways, such as boot camps, certifications
and accelerated programs, is needed. A lack of clear
pathways restricts workforce growth and diversity in the
field.5®

In many parts of Europe, technical or IT certifications are
recognized as terminal credentials for career entry and
advancement and often are valued more than traditional
degrees. Cisco’s certified Cisco network associate,
Microsoft’s Microsoft certified professional and CompTIA’'s
Security+ credentials validate expertise and serve as
industry standards.

European employers prioritize practical skills over formal
degrees, often collaborating with vocational programs,
apprenticeships and certification providers to align training
with industry needs. Countries such as Germany have
robust systems that integrate certifications with career
pathways, enabling professionals to achieve high-level
positions without university degrees. This skills-based
approach emphasizes practical experience and provides a
viable alternative to degree-focused models.

56 “Credit for Industry Standard Certifications | UMGC Europe.”
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Change in Workforce Focus

* Cultural shift for work/life balance: Younger professionals increasingly seek careers that offer
more than just a paycheck; they desire positions that provide a sense of fulfillment through
positive community impact, environmental stewardship and societal contribution.

Recent research indicates a significant shift among younger workers, particularly Generation Z
and millennials, who prioritize employment that aligns with their personal values over traditional
financial incentives. The 2024 Deloitte Global Gen Z and Millennial Survey reveals that nearly
all respondents desire purposeful work, with many willing to decline assignments or reject
employers that conflict with their ethical beliefs, including concerns about environmental impact
and social inequality. This trend underscores a growing

demand for roles that contribute positively to society and = me—

the environment.®”

. . , Recent research indicates
Further emphasizing this shift, a study by the

multinational health insurance and health care company a significant shift among
Bupa found that two-thirds of Gen Z individuals
experience anxiety related to environmental issues, with
64% considering an employer’s environmental actions particularly Generation Z
crucial when evaluating job opportunities. Notably,
31% would refuse roles at companies lacking strong

younger workers,

and millennials, who

ecological, social and governance commitments, and prioritize employment that
over half are willing to accept a pay cut to work for . . .
organizations that reflect their ethical values.%® aligns with their personal
The good news is that IT exists in many (if not all) values over traditional

businesses, and there are various opportunities to apply
IT skills within a business that support efforts that match
the core values some candidates seek.

financial incentives.

Beyond educational and business-related deficiencies, broader regional and economic factors
significantly impact the ability to attract, develop and retain a skilled IT workforce in the greater
Richmond area. High housing costs relative to IT wages create financial challenges for early-ca-
reer professionals, making the region less competitive in attracting top IT talent. Additionally, dis-
parities in access to technology, mentorship and essential career resources hinder opportunities
for individuals, particularly in lower-income and rural areas, to pursue IT careers.

Poverty-related barriers further restrict access to training, with tuition costs, transportation
challenges and child care responsibilities limiting participation in IT education and career
development. At the same time, an aging workforce and rising retirement rates create an urgent
demand for new IT professionals to sustain industry growth. This challenge is exacerbated by

the increasing competition for talent across multiple sectors in Virginia, particularly in aerospace,
aviation and the growing submarine construction industry, all of which aggressively recruit from the
same workforce pool.

To ensure the long-term sustainability of the IT workforce, it is critical to address these regional
and economic barriers through targeted initiatives, such as improving access to affordable hous-
ing, expanding mentorship programs and creating financial and logistical support systems for IT
training. The following sections outline the key challenges that must be addressed to strengthen
workforce development and sustain IT sector growth in the region.

57 “The Deloitte Global 2024 Gen Z and Millennial Survey.”
58 “Gen Z Seek Ethical Workplaces as Environ-Mental Health Burden Bites.”



High Housing Costs and Lower-Than-Average IT Wages

*Cost of Living vs. Earnings: Housing costs in the Greater Richnmond Area®® are below the
national average, but so are IT wages®. According to DATA USA®" “The median property value
in Richmond was $308,300 in 2022, which is 1.09 times larger than the national average of
$281,900. Between 2021 and 2022, the median property value increased from $263,000 to
$308,300, a 17.2% increase.” There are a couple of years’ difference between the reports;
however, the comparison does show a fluctuating market that puts Richmond in a high-cost
housing market with close, but lower than average wages.

The cost of living impacts the capacity for new talent to consider the region and makes
attracting and retaining IT talent challenging, particularly for early-career professionals who may
struggle to afford housing on entry-level salaries.

Limited Access to Equipment, Resources and Mentorship

Gaps in Essential Technology Access: Limited access to computers, high-speed internet and
other critical resources can restrict individuals from exploring IT as a career pathway, especially
in lower-income and rural areas. The lack of consistent mentoring support further compounds
this issue, as many potential IT professionals need more guidance on the resources, tools and
training they need to prepare for a career in IT.

Poverty-Related Barriers to Training and Career Development

Financial Constraints: Poverty creates significant barriers to entering the IT sector. Concerns
related to tuition costs, transportation and child care limit individuals’ ability to pursue necessary
training or gain relevant experience. This economic disparity reduces the talent pool and
restricts access to IT career pathways, especially for those from economically disadvantaged
backgrounds.

——— Aging Workforce, Impending Retirements and Indus-
trial Competition
As more experienced * Urgent Need for Workforce Renewal: The region’s

aging workforce and rising retirement rates underscore
an imminent demand for skilled IT professionals to fill
need for younger talent vacated roles. As more experienced workers retire, the
need for younger talent equipped with up-to-date skills
to sustain industry growth intensifies. This demographic
skills to sustain industry shift pressures the region to cultivate a robust and
sustainable talent pipeline to meet evolving workforce
demands and support continued innovation in the

IT sector.

workers retire, the

equipped with up-to-date

growth intensifies.

Intensifying Competition for Available Workers: Multiple industries in Virginia, including the
shipyards in Hampton Roads and sectors such as aerospace, aviation and construction, are
aggressively recruiting talent. A substantial submarine construction project62 aims to hire
100,000 to 150,000 jobs in the next 10 years to help meet the nation’s submarine-construction
goals. There is a national search for talent; however, much of the work and potential employees
may come from the Hampton Roads region. The aerospace, aviation and general contracting
sectors are also expanding their workforce. This intense hiring competition creates challenges
for the IT sector, as it must vie for the same pool of potential employees, requiring strategic
efforts to attract and retain talent amidst heightened demand across various industries.

59
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“Richmond MSA Cost of Living Shrinks to Pre-Pandemic Levels.”
“Average Wages (2019).”

“Richmond, VA|Data USA.”

“The Mission | Building the U.S. Naval Submarine Fleet.”
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The Talent Pathways Initiative collection of regional community interviews, surveys and focus group
data identified six main issues that hinder the IT pathway. The topics and comments below align
with 20 gaps that compromise achieving a successful IT workforce pipeline.

Gaps in Early IT Education and Career Awareness

* Limited Integration of IT in K-=12 Curricula: Early exposure to IT is essential for building a
strong workforce pipeline. However, IT concepts are often underrepresented or not integrated
into K-12 core curricula. Without early education, students miss critical foundational skills and
career awareness, ultimately limiting the pool of individuals pursuing IT careers.

 Insufficient Engagement with Diverse Student Populations: IT suffers from underrepresentation
among women, minorities and students from economically disadvantaged backgrounds.
Without intentional outreach and inclusion efforts, a significant portion of the potential workforce
remains untapped, further limiting industry growth. This arose as an equity issue between
school districts, especially those that prefer to focus more on test-assigned topics (reading,
writing, math), leaving little room for exploration into additional pathways, including IT.

Skills Gaps in Secondary and Postsecondary IT Training

* Qutdated Curriculum Content: Technology advances faster than educational programs can
adapt. High school and postsecondary programs struggle to keep IT curricula aligned with
industry needs, leading to graduates who may lack skills in high-demand areas such as cloud
computing, cybersecurity and data analytics. The Virginia Department of Education reevaluates
its standards every six years, and new programs within higher education take more than an
academic year to obtain approvals.

* Lack of Practical, Hands-on Experience: IT is a field where practical skills are crucial, yet many
students graduate without significant hands-on experience due to a lack of labs, internship
opportunities or project-based learning. This gap limits the readiness of new graduates and
increases the burden on employers to provide additional training. This concern was highlighted
by a career and technology center staff person who said the need to meet specific content
objectives inhibited their capacity to get their students more hands-on IT experience. At a
community college, staff lamented lacking time to engage students in hands-on experiences.
They claimed that the timeline and the hybrid nature of some classes prevented many activities
that would have been hands-on.

Gaps in Career Pathways and Transition Support

* Unclear Pathways to IT Careers: Many students and professionals need clearer guidance on
navigating career pathways within IT. Without defined educational and training pathways, from
K-12 through postsecondary education to entry-level jobs, students struggle to understand the
steps needed to enter and progress in the IT industry. This may include the separation of IT and
computer science and the need for additional content support to help students within the IT
sector.

* Challenges in the High School-to-College-to-Career Transition: Transition points, such as moving
from high school to higher education or into entry-level positions, are particularly vulnerable
stages where students may lose momentum. A lack of structured support, such as mentorships,
advising or internship opportunities, hinders building a stable IT workforce.
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Financial Barriers and Accessibility Challenges

High Costs of Advanced Certifications: While industry certifications are critical for many IT
roles, the cost of obtaining certifications in fields such as cloud computing or security creates
a significant barrier, especially given the difficulty of the exams and significant failure rate. Many
individuals need help to afford these costs, which restricts access to IT careers and limits the
industry’s capacity to meet demand. Several programs are offering or looking to offer ways to
cover some of these certification tests costs.

Resource Inequities Across Regions: In lower-income and rural areas, access to advanced IT
resources, high-speed internet and updated equipment is limited. This disparity prevents these
students from gaining an adequate level of preparation, reinforcing regional skills gaps that
hinder industry growth. Several colleges offer laptop programs; however, this problem persists
everywhere, from computer access to high-speed internet. Because of cultural or community
inequities, students’ may lack the tools and resources that advance continued learning.

Alignment Between Skills Training and Industry Needs

Mismatch Between Academic Training and Industry Skills: Rapid technological change
outpaces traditional curriculum development timelines, resulting in a gap between the skills
taught in educational institutions and those required in the workforce. This misalignment
limits industry growth by producing graduates who need further training to meet current job
requirements. Advisory boards need to be periodically refreshed so that members remain
engaged and offer fresh perspectives and voices.

Lack of Soft Skills Training: While technical expertise is foundational in IT, industry growth

also depends on professionals with soft skills, including communication, problem-solving and
teamwork. These skills are crucial in collaborative work environments, especially in consulting
and client-facing roles, yet they often need to be emphasized more in IT programs. This
emphasis is a common recommendation and requires a range of skills, from active listening to
professional awareness to working with people in a community environment.

Insufficient Support for Lifelong Learning and Skills Adaptation

Inadequate Infrastructure for Ongoing Professional Development: IT professionals require
continuous skills development to stay relevant as technology evolves. However, many
businesses need more resources or incentives to support ongoing learning for their employees.
Long-term skills gaps affect the industry’s growth potential. Additionally, universally accepted
professional development must be offered to a broader range of potential business clients.
Professional development can be offered through several educational entities; however, a
regional advisory board may help certify priorities and ensure a common expectation, as well
as coursework requirements and regional certifications, if the goal is less than an industry-
recognized certification.

High Turnover Due to Burnout and Lack of Career Sustainability: The pace of required IT
reskilling can lead to burnout, contributing to high turnover rates. Retaining IT talent requires
businesses and educational institutions to support professionals in managing career demands,
upskilling and adapting to new technologies. A concern about employees aging out also arose
in discussions. Many people in the workforce are getting older and, at some point, that will
impact the current pool of IT employees®.

63 Howard, “Aging Boomers Solve a Labor Market Puzzle.”
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TPI#4: IT Talent Pipeline Development Plan

This section offers a series of targeted recommendations to foster a sustainable and
expanding IT sector within the region. In discussions, GO Virginia representatives and other
community stakeholders strongly emphasized the need for practical steps for IT growth.
The recommendations represent an initial strategic roadmap that may be refined as broader
community input is incorporated.

The Richmond-Petersburg area has the potential to become a strong hub for IT innovation and
workforce development. While the region is home to several major employers, including those in
finance, health care and data analytics, IT-specific industry growth has been hindered by a lack of
cohesive workforce alignment, educational gaps and a need for clearer career pathways.




One of the challenges identified in this analysis is the blurring of lines between two distinct IT
workforce tracks:

1. Supportive IT — Includes IT infrastructure, network administration, cybersecurity, technical
support enterprise software and cloud computing.
2. Computer science/high-tech IT — Encompasses software development, Al, machine learning,
advanced cybersecurity, high-performance computing and data science.
These two IT career tracks have different workforce demands, training needs and career pathways,
yet they are often grouped under a single IT umbrella. This lack of distinction creates misalignment
between employer expectations, workforce training programs and student career exploration.

By establishing clearer distinctions between supportive IT and computer science/high-tech IT, this
workforce plan will ensure better alignment between education, training and industry needs, allow-
ing students, workers and employers to engage with pathways tailored to their specific goals.

I. Governance: Establishing a Unified Voice
[l. Education: Preparing the Next Generation
[ll. Education: Professional Development and Continued Learning

These focus areas serve as a strategic roadmap, guiding stakeholders, including industry leaders,
educational institutions, workforce development organizations and policymakers, toward collabora-
tive, targeted actions that will strengthen IT workforce pathways and ensure a sustainable, skilled
talent pool in GO Virginia Region 4.

Establishing a Regional Governing Organization
GO Virginia Region 4’s IT workforce ecosystem consists of various stakeholders, including educa-
tional institutions, employers, workforce development organizations and economic- development
agencies. However, these efforts often operate independently, resulting in fragmented initiatives
and a lack of coordinated action. The lack of a unified workforce strategy has led to fragmented
training efforts, gaps in employer-education alignment and a shortage of workers with the right
skills for the jobs. A regional IT workforce strategy will ensure that training programs, certifications
and career pathways reflect the distinct needs of both supportive IT and high-tech IT.

By leveraging existing resources such as RVATech and the Virginia Talent + Opportunity Partner-
ship, this governing body would be a convener for workforce development efforts, ensuring align-
ment with employer needs and supporting regional IT growth.

Key Areas of Focus:
1. Champion/Convener Role
2. Bridging Education, Workforce and Business: Need for a Competency Mapping Tool
3. Partnership Alignment: Education, Workforce and Business

Champion/Convener Role
A dedicated champion or convener is essential to ensuring that regional IT workforce devel-
opment remains coordinated, strategic and sustainable. This individual or entity would act as
a central point of leadership, bringing together employers, educators, workforce development
organizations and policymakers to align efforts, drive innovation and address workforce chal-
lenges proactively. The convener would help build a responsive and resilient IT talent pipeline
by maintaining ongoing engagement and ensuring collaborative decision making.

* Serve as the primary liaison among employers, educational institutions, workforce
development organizations and policymakers to better align training programs with industry
needs and ensure effective communication between stakeholders.
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» Establish clear performance metrics to track progress, measure impact and ensure
accountability in IT workforce initiatives, including metrics related to job placements, program
completion rates and industry engagement.

* Advocate for local, state and federal policy changes and funding to support IT workforce
initiatives. This would ensure sustained investment in training, education and talent
development.

* Conduct regular industry-needs assessments to identify gaps in training and employment
opportunities and ensure that education and workforce programs remain aligned with
evolving IT and high-tech workforce demands.

* Facilitate regional workforce collaborations by organizing task forces, advisory councils
and industry-education roundtables to address emerging challenges and drive continuous
improvement.

Bridging Education, Workforce and Business: Need for a Competency Mapping Tool
The region lacks a structured competency mapping tool that clearly aligns educational path-
ways with industry needs, making it difficult for students, job seekers and educators to navigate
career progression in IT. A well-designed competency mapping tool would provide clarity and
transparency, ensuring that both supportive IT roles (e.g., IT support, network administration)
and high-tech IT roles (e.qg., software development, cybersecurity, Al/machine learning) are
well-defined and mapped to relevant training and employment opportunities. This tool would
guide individuals and organizations looking to understand career progression, required skills
and training options within the IT sector.

Key elements of this initiative include:

* Defining core competencies required for various IT roles, outlining skills, experience levels
and career progression for both supportive IT and high-tech IT careers. Given the field’s
rapid evolution, this would require a continuous effort to update competencies as industry
demands shift.

* Aligning educational programs with employer expectations to ensure workforce readiness,
incorporating coursework, hands-on experience, certifications and internships that best
prepare students for industry demands.

* Developing a public-facing resource that provides real-time data on job openings, projected
workforce demand and available training options that make it easier for individuals to explore
career opportunities and plan their educational pathways.

e Establishing a common language for IT roles, skills and job postings to improve alignment
among employers, educators and workforce agencies, reducing confusion in job
descriptions and better matching candidates with the right opportunities.

Partnership Alignment: Education, Workforce and Business
A coordinated, strategic effort is essential to bridge the gap between educational institutions,
employers and workforce development agencies in the IT sector. Strengthening these con-
nections will ensure that students receive relevant training, businesses can access a skilled
workforce and workforce agencies can effectively support career development. The region can
create a more efficient and responsive IT talent pipeline by fostering collaboration among these
stakeholders.

e Establishing a formal advisory board comprising industry representatives, educational
leaders and workforce professionals from various IT pathways, ensuring continuous dialogue
and alignment between employer needs and academic offerings.

* Expanding structured internship and apprenticeship opportunities to provide students real-
world, hands-on experiences that strengthen their technical and professional skills before
entering the workforce.
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e Ensuring curriculum alignment by actively integrating employer feedback into program
development, adjusting both supportive IT (e.g., network administration, IT support,
cybersecurity) and computer science/high-tech IT (e.g., software development, Al, cloud
computing) pathways to reflect evolving industry needs.

* Facilitating industry-education partnerships that encourage employers to codevelop
coursework, provide guest lectures and participate in career mentorship programs, ensuring
that students receive up-to-date knowledge and exposure to emerging technologies.

* Leveraging workforce development agencies to connect training programs with funding
opportunities, career counseling and job placement services, making IT career pathways
more accessible and inclusive.

The regional advanced pharmaceutical manufacturing industry leaders and organizers are

researching and considering a federated alliance model. IT should consider emulating their

efforts. A federated alliance model is a structured yet decentralized approach to collaboration.

Multiple independent entities, such as businesses, educational institutions, workforce develop-

ment agencies and government bodies, work together under a shared framework while main-

taining their autonomy. This model balances regional coordination with local flexibility, allowing
members to align efforts, share resources and pursue common goals without requiring a single
governing authority to control operations. Another option would be working with existing enti-
ties, such as RVA Rising. (More information regarding this organization can be found in Appen-

dix under Leveraging RVA Rising as a Regional IT Governance Convener.)

I. Education: Preparing the Next Generation

A strong K-12 and postsecondary education system is essential to building a robust IT workforce
pipeline. However, several challenges, including inconsistent technology integration, outdated cur-
ricula and a lack of early career exposure, must be addressed to improve IT education and work-
force alignment. It is also important to help students understand the differences within supportive
IT and computer science or computer engineering pathways.

Key Areas of Focus:

Integrating IT Concepts into Classroom Content

High-quality Educational Experiences for Educators and Students
Stronger Connections with Community Colleges

Enhanced Support for Student Transitions

Expanding Work-Based Learning and Internships

o~ wn -
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Integrating IT Concepts into Classroom Content
Many students do not receive meaningful exposure to IT-related content until late in their ac-
ademic careers, limiting early interest and career exploration. While students frequently use
computers and applications in the classroom, integrating IT and computer science concepts
remains minimal. Expanding IT exposure earlier in K-12 education will help build foundational
skills, foster curiosity and create clearer pathways into IT careers.

* Introducing IT-focused coursework earlier in
Pre-K-12 education ensures that students
develop computational thinking, problem
solving and digital literacy skills from an early
age.

* Expanding entry-level IT engagement
opportunities by incorporating diverse
technology pathways such as business-
information systems, cybersecurity, software
development and data analytics, allowing
students to explore various career options
within IT.

* Developing IT-focused curriculum modules
that can be integrated into core subjects like
math and science. By providing hands-on
applications (e.g., coding simulations for data
analysis, algorithm-based problem-solving or
cybersecurity challenges) learning will be more
engaging and industry relevant.

* Leveraging industry partnerships to bring real-world IT applications into classrooms, such
as guest speakers, project-based learning initiatives and hands-on coding challenges,
connecting students to modern technology careers.

* Encouraging interdisciplinary IT integration across subjects such as history, economics and
the arts, demonstrating how technology is used across industries to solve problems, improve
efficiency and drive innovation.

High-Quality Educational Experiences for Educators and Students
To ensure that students develop the skills needed for IT careers, educators must have access
to ongoing professional development and provide students with hands-on learning experiences
that mirror real-world industry challenges. Strengthening IT education requires a dual focus on
empowering teachers with up-to-date industry knowledge and expanding student experiential
learning opportunities.

* Providing professional development workshops for teachers on emerging IT topics, such
as Al, cybersecurity and cloud computing. These workshops should cover technical
advancements and equip educators with effective ways to introduce students to diverse IT
career pathways and emerging industry trends.
o Al integration: Businesses emphasize that Al literacy is increasingly valuable for
potential employees. Higher education should explore how to incorporate Al as a
tool beyond IT-specific programs while developing Al-focused courses and training
programs to ensure students understand how to program, apply and use Al productively
within IT fields. Given Al’'s rapid growth, proactively embedding Al education will help
meet future workforce demands.
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e Strengthening the pipeline of qualified IT instructors by addressing recruitment and retention
challenges, particularly the pay disparity between IT educators and industry professionals.

o Pay parity concerns: A significant wage gap exists between IT educators — at the high
school and college levels — and industry professionals with comparable skills. This
disparity makes it difficult to attract and retain qualified educators, leading to high
turnover rates and outdated curricula. Without competitive compensation, many skilled
IT professionals opt for higher-paying industry jobs instead of teaching, limiting students
exposure to real-world expertise.

Potential solutions include exploring industry partnerships, adjunct teaching models,
financial incentives and pathways for professionals to transition into teaching roles
without a significant financial sacrifice. (More information is in the Appendix under Pay
Parity Concerns.)

* Expanding access to technology labs and hands-on learning experiences that actively
engage both students and educators in real-world problem solving.

* Encouraging the development of structured mentorship programs that connect students with
industry professionals across a diverse range of companies and career pathways.

Stronger Connections with Community Colleges
Community colleges play a critical role in IT workforce development, but stronger alignment
with high school programs and employer expectations is needed.

* Expand dual-enrollment IT programs to allow high school students to earn college credit.
This effort would also align with the VCCS'’s strategic plan, “Opportunity 2027,” which aims
to achieve equity in access, learning outcomes and student success. Expanding dual-
enroliment opportunities is a key component of this plan, particularly in rural communities
with limited access to higher education.

* Develop structured pathways from community college programs to bachelor’s degrees
and industry certifications. This could include pathways to supportive IT, as well as
encouragement and support to consider more rigorous pathways into computer science and
high-tech occupations. Community colleges could also provide support for those who wish
to matriculate into more rigorous programs.

* Enhance collaboration between community colleges and local employers to ensure
academic programs align with current and emerging industry needs. This includes
revitalizing and actively engaging advisory boards comprising business leaders, workforce
development experts and educators to provide ongoing feedback on curriculum relevance.
Community colleges can better prepare students with the technical and professional
competencies required for success in the modern workforce by fostering continuous
dialogue between education and industry.
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Enhanced Support for Student Transitions

Many students face challenges transitioning from high school to college or from graduation to
the workforce due to a lack of clear career guidance, structured pathways and support ser-
vices. Strengthening these transition points will help students navigate their educational and
career journeys more effectively.

Develop structured bridge programs that provide foundational training and support for
students entering IT education and training programs, ensuring they are prepared for more
advanced coursework. Bridge programs are used in several regional institutions; the success
metrics should be monitored and potentially scaled up to support current successes.
Expand targeted career counseling and mentorship to help students understand the full
range of T career pathways, industry expectations and opportunities for skill development.
Enhance academic support services, including tutoring, peer mentorship and skills
workshops, to address critical gaps in math, programming and technical competencies that
may hinder student progress.

Establish clear on-ramping opportunities for individuals already working in [T-related fields,
enabling them to transition into more advanced roles or pursue higher-level training in
computer science, cybersecurity and other high-tech programs.

Strengthen partnerships with employers to facilitate internships, apprenticeships and job
placement programs, ensuring students gain hands-on experience and a smoother transition
into the workforce.

Expanding Work-Based Learning and Internships

Internships and apprenticeships play a crucial role in IT workforce development, providing
students with practical experience, industry exposure and pathways to employment. Howev-
er, access to these opportunities remains limited, often due to employer hesitancy, financial
constraints and security clearance requirements. Expanding work-based learning will require
targeted efforts to increase employer engagement and remove barriers to participation.

Addressing financial and logistical challenges could increase employer participation in
internship and apprenticeship programs. This could include offering stipends, tax incentives
or grant-funded opportunities to encourage businesses, especially small and mid-sized
companies, to host interns.

Expand partnerships with Virginia’s HQWBL program to create new experiential learning
opportunities, such as job shadowing, project-based internships and cooperative education
programs that align with industry needs.

Address security clearance barriers that limit access to internships in data privacy,
cybersecurity and government-contracted businesses by working with employers,
educational institutions and policymakers to explore preclearance programs, background
check support or alternative pathways to help students gain experience in these high-
demand fields.

Develop structured internship pathways that allow students to progress from short-term,
introductory experiences to longer, more advanced work placements, ensuring consistent
skill building and industry exposure.

Foster mentorship and professional networking opportunities within work-based learning
programs, connecting students with industry professionals who can provide guidance, career
insights and support as they transition into the workforce.
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Education: Professional Development and Continued Learning
IT is a rapidly evolving field, and ongoing professional development is essential to maintaining a
competitive workforce. Many employers lack the resources to support continuous training, creating
long-term skills gaps.

Key Areas of Focus:

1.
2.
3.

Building a Regional Training Network
Addressing the Cost and Accessibility of Certifications
Developing a Lifelong Learning Culture

Building a Regional Training Network

A coordinated, region-wide approach to professional development will help IT professionals
stay current with evolving industry trends and meet the technical needs of businesses, partic-
ularly small and medium-sized enterprises (SMEs) that may lack in-house training resources.
Establishing a regional IT training network will enhance workforce agility, ensuring professionals
can continually upskill and adapt to emerging technologies.

Establish a regional IT training consortium that brings together community colleges,
universities, workforce development agencies and employers to collaborate on curriculum
development, resource sharing and industry alignment. This could function within a broader
governance model to ensure sustained coordination.

Develop flexible, accessible training models, including online, hybrid and modular programs,
to accommodate working professionals and those transitioning into IT careers. These
programs should include microcredentials and stackable certifications to allow learners to
build competencies at their own pace.

Expand Virginia’s workforce retraining initiatives by aligning IT upskilling programs with state
and regional workforce priorities, ensuring professionals can access targeted training in high-
demand areas such as cybersecurity, cloud computing, data analytics and Al applications.
Encourage employer-supported training partnerships where businesses collaborate with
educational institutions to provide on-the-job training, tuition reimbursement programs or
customized workforce development initiatives tailored to industry needs.

Leverage existing funding and grant opportunities to support affordable training options for
SMEs, ensuring businesses of all sizes can access high-quality IT workforce development
resources.

Addressing the Cost and Accessibility of
Certifications
Industry certifications are critical credentials for IT
professionals, often serving as key qualifiers for
employment and career advancement. However,
the high cost of certification exams and training
can create barriers, particularly for those seeking
to enter or advance within the field. While certifi-
cation-support programs exist, many businesses
are unaware of opportunities through community
colleges and workforce development organizations
such as the CCWA. Expanding awareness, afford-
ability and accessibility will ensure a more inclusive
and well-prepared IT workforce.
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Partner with employers to subsidize certification costs for students, job seekers and
incumbent workers by leveraging tuition-assistance programs, employer-funded training
initiatives and public-private partnerships to reduce financial barriers.

Integrate certification preparation into community college and university programs to ensure
students receive structured training that aligns with industry-recognized credentials such as
CompTIA, AWS, Cisco, Microsoft and cybersecurity certifications.

o Develop microcredential and stackable credential programs in collaboration with
industry partners to provide flexible, career-relevant training that meets regional IT
workforce needs. This model enables professionals to gain specialized skills in short,
competency-based courses that mesh with industry certifications or degree pathways.

o Microcredentials can serve as standalone learning experiences or be incorporated
into higher-level credentials in cybersecurity, cloud computing, data analytics and Al
applications.

Expand scholarship and financial-assistance programs for IT certification exams by
partnering with government agencies, workforce development boards and nonprofit
organizations to provide grants, vouchers or low-cost training opportunities for underserved
populations.

Developing a Lifelong Learning Culture

To retain and grow the IT workforce, the region must foster a culture of continuous learning that
encourages ongoing skill development and career progression. As technology evolves rapidly,
professionals must have access to structured learning opportunities to remain competitive in
the industry. Establishing lifelong learning pathways will ensure that new and experienced IT
professionals can adapt, innovate and advance in their careers.

Promote employer-sponsored training initiatives that provide structured career- growth
opportunities, including tuition-reimbursement programs, upskilling workshops and in-house
technical trainings that align with industry needs.

Expand IT boot camps and short-term training programs to support career transitions and
workforce mobility by offering intensive, skills-focused training in high-demand specializations
such as software development, cloud computing, data science and cybersecurity.

Establish mentorship networks that connect early-career professionals with experienced IT
leaders, creating opportunities for career guidance, knowledge sharing and professional
growth. These networks can be formal (company-sponsored programs) or informal (regional
meetups, virtual mentorship and professional association partnerships, such as RVATech).
Encourage professional development through industry certifications, microcredentials, and
continuing education programs to help IT workers stay current with emerging technologies
and advance within their career pathways.

Leverage regional partnerships among educational institutions, employers and workforce-
development organizations to ensure that lifelong learning opportunities are accessible,
affordable and aligned with industry needs.

(Estimated Range: $16.5 million to $29 million over five years)

This budget is designed to establish a strong, sustainable workforce development initiative for
supportive IT and high-tech IT careers in GO Virginia Region 4. It includes program development,
personnel, infrastructure and industry alignment costs, ensuring that the region has a cohesive
and well-funded strategy to develop IT talent pipelines.
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Governance: Establishing a Regional IT Workforce Strategy
Estimated Cost: $4.5 million to $8 million over five years

Justification:
A Regional IT Workforce Strategy is essential to aligning education, workforce training and employ-
er needs. A dedicated entity will coordinate efforts, track progress and ensure industry alignment.

» Convener staff and operations ($2 million to $3 million): three to four full-time staff (executive
director, workforce coordinator, industry liaison, administrative support).

» Competency mapping tool development and maintenance ($1.5 million to $2.5 million): A
public-facing resource that maps career pathways in supportive IT and high-tech IT.

 |T industry advisory board and employer engagement ($1 million to $2.5 million): Regular
employer engagement, strategy summits and business-academic partnerships.

Potential Funding Sources:
* GO Virginia funding

* Private sector sponsorships
» State/federal workforce development grants

Education: Preparing the Next Generation
Estimated Cost: $7 million to $12 million over five years

Justification:

Early engagement is critical to building a robust IT talent
pipeline. Investments in K-12, community colleges and stu-
dent transitions ensure a well-prepared workforce.

e K=12 curriculum and career exploration ($2 million
to $3.5 million): Introduce IT pathways early, ensuring
students understand the difference between supportive IT
and high-tech IT.

* Hands-on learning and outreach (tech labs, project-
based learning, site visits) ($1.5 million to $3 million):
Expand technology labs, mobile outreach and employer-
sponsored site visits.

« Dual enrollment and community college partnerships ($2
million to $3 million): Strengthen dual-enroliment pathways
and align curricula with industry needs.

* Student transition support (mentorship, career counseling,
soft-skills development) ($1.5 million to $2.5 million):
Career-awareness programs, IT mentorships and
structured industry engagement.

Potential Funding Sources:
* Virginia Department of Education

* Workforce Innovation and Opportunity Act grants

* Industry-supported education initiatives
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Education: Professional Development and Continued Learning
Estimated Cost: $5 million to $9 million over five years

Justification:
Ongoing reskilling and upskilling are required to maintain a competitive IT workforce. A regional
training network will support professionals in supportive IT and high-tech IT careers.

 Regional IT training network ($2 million to $4 million): Establish a consortium of employers,
universities and community colleges to provide advanced IT training.

e Industry certifications and workforce upskilling ($2 million to $3 million): Subsidized IT
certifications (CompTIA, AWS, Al, cybersecurity) and employer-driven workforce training.

* Mentorship & Career Advancement Programs ($1 million to $2 million): Connect early-career IT
professionals with mentors, leadership training and employer-sponsored upskilling.

Potential Funding Sources:
* U.S. Economic Development Administration grants

* Employer investment in upskilling programs
* Public-private workforce partnerships

Summary Budget Estimate (Over Five Years)

Low Estimate |High

Category Estimate
($ million) ($ million)
Governance: Establishing a Unified Voice 4.5 8.0
Education: Preparing the Next Generation 7.0 12.0
Education: Professional Development & Continued Learning 5.0 9.0

Total Estimate (Three to Five Years) $16.5 million $29 million

Why This Budget Matters
* Addresses the full workforce pipeling, from K-12 education to mid-career workforce upskilling,
ensuring a steady flow of IT talent.

* Aligns with industry growth needs, reducing IT talent shortages, improving workforce readiness
and supporting regional industry growth.

» Creates a competitive regional advantage, strengthening Go Virginia Region 4’s position as an
emerging IT workforce hub.

* Leverages public and private funding, using state, federal and private funding sources to ensure
sustainability.

Next Steps

1. Identify key funding sources (GO Virginia, private investment, state/federal workforce grants).
2. Establish a regional governing body to oversee implementation.

3. Engage employers and educational partners to refine workforce programs.

4. Launch pilot programs for competency mapping, K-12 curriculum development and industry
certification expansion.
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Conclusion: Building a Stronger, More Sustainable IT Workforce

The Information Technology Talent Pipeline Development
Plan for GO Virginia Region 4 presents a strategic and
actionable framework to address current workforce
challenges and ensure the region’s IT sector remains
competitive and sustainable. By implementing the key

recommendations outlined in this report, educational in-

stitutions, industry leaders and workforce development

organizations can work together to strengthen IT career
pathways, expand access to training and align educa-

tion with industry demands.

Through enhanced collaboration, structured governance and strategic investment in workforce
development, the region can:

e Establish a unified regional IT workforce strategy, ensuring alignment between training programs
and employer needs.

e Strengthen IT education, K-12, through postsecondary institutions, integrating hands-on
learning, industry exposure and early career exploration.

* Expand work-based learning opportunities, increasing internships, apprenticeships and
mentorship connections to bridge the gap between education and employment.

e |Improve accessibility to IT certifications and upskilling programs, ensuring affordability and
industry relevance for students and professionals.

* Foster a lifelong learning culture, supporting career advancement and continuous professional
development.

A coordinated, data-driven approach will help develop a highly skilled IT workforce and make GO
Virginia Region 4 a more attractive destination for IT employers, ensuring long-term economic
growth and opportunity. With sustained collaboration and investment, the region can solidify its
position as a leading IT innovation hub, providing clear career pathways and high-quality job
opportunities for its workforce.
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Artificial Intelligence (Al): The simulation of human intelligence processes by machines,
especially computer systems, enabling them to perform tasks that typically require human
intelligence, such as visual perception, speech recognition, decision-making and language
translation.

Associate of Applied Science (AAS): A vocational degree that provides students with the
skills and knowledge necessary to enter the workforce immediately after graduation, focusing
on practical and technical skills.

Associate of Science (AS): An academic degree focusing on science and mathematics
courses, often intended for students planning to transfer to a four-year institution to pursue a
bachelor’s degree.

Augmented Reality (AR): An enhanced version of the real physical world achieved through
the use of digital visual elements, sound or other sensory stimuli delivered via technology.

Brookings Institution: A nonprofit public-policy organization based in Washington, D.C.,
conducting in-depth research that leads to new ideas for solving problems facing society at the
local, national and global levels.

Business Analytics: The practice of iterative, methodical exploration of an organization’s data
with an emphasis on statistical analysis to drive decision making.

Career and Technical Education (CTE): Educational programs that specialize in skilled
trades, applied sciences, modern technologies and career preparation.

Cloud Computing: The delivery of computing services — including servers, storage,
databases, networking, software, analytics and intelligence — through the internet (“the cloud”)
to offer faster innovation, flexible resources and economies of scale.

CompTIA (Computing Technology Industry Association): A leading provider of vendor-
neutral IT certifications and a nonprofit trade association issuing professional certifications for
the IT industry.

Cybersecurity: The practice of protecting systems, networks and programs from digital
attacks, which are usually aimed at accessing, changing or destroying sensitive information or
interrupting normal business processes.

Data Analytics: The science of analyzing raw data to make conclusions about that information,
often using specialized systems and software.

Dual Enrollment: A program allowing high school students to enroll in college courses for
credit prior to high school graduation.
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Economic Development Authority (EDA): An organization or government agency
responsible for promoting economic growth and development within a specific area.

Enterprise Software: Large-scale software aimed at supporting or solving the problems of an
entire organization, often involving complex systems such as databases and cloud services.

GO Virginia (Growth and Opportunity for Virginia): A state-funded initiative to promote
economic growth and diversification across the Commonwealth of Virginia through regional

collaboration.

High-Quality Work-Based Learning (HQWBL): Educational strategies that provide students
with real-life work experiences where they can apply academic and technical skills and develop
employability.

Information Technology (IT): The use of computers, storage, networking and other physical
devices, infrastructure and processes to create, process, store, secure and exchange all forms
of electronic data.

Internship Simulator: A program designed to mimic the experience of an internship, providing
practical, hands-on experience in a controlled environment.

JobsEQ: A labor market data-analysis tool that provides insights into employment trends,
wages and other workforce metrics.

Location Quotient (LQ): A measure used to analyze the concentration of a particular industry,
cluster, occupation or demographic group in a region compared to a larger reference area.

Maxx Potential: A technology talent-development company offering apprenticeship-style
programs to help individuals gain IT experience while providing services to clients.

NAICS (North American Industry Classification System): The standard used by federal
statistical agencies to classify business establishments for collecting, analyzing and publishing
statistical data related to the U.S. economy.

Occupational Codes (SOC Codes): Standard Occupational Classification codes used
to classify workers into occupational categories for the purpose of collecting, calculating or
disseminating data.

Pre-K-12 Education: An abbreviation for the sum of primary and secondary education,
covering from prekindergarten through 12th grade.
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Regional Advisory Board: A group comprising industry leaders, educators and stakeholders
that provides guidance and support to align educational programs with industry needs within a
region.

SCHEV (State Council of Higher Education for Virginia): The commonwealth’s
coordinating body for higher education, responsible for higher education policy planning and
advancement.

STEM (Science, Technology, Engineering and Mathematics): An interdisciplinary
approach to learning in which academic concepts are coupled with real-world lessons as
students apply science, technology, engineering and mathematics in contexts that make
connections between school, community and work.

Supportive Information Technology: IT roles and services that focus on supporting
other businesses and industries by enhancing operational efficiency, such as IT consulting,
networking, and systems administration.

Talent Pathways Initiative (TPI): A strategic framework under GO Virginia that aims to
enhance workforce development, promote industry growth and foster regional collaboration in
key industry sectors.

Virginia Community College System (VCCS): A system comprising 23 community colleges
across Virginia, providing accessible and affordable education and training.

Virginia Office of Education Economics (VOEE): An office that provides data, analysis
and insights on education and workforce outcomes to support policy and decision making in
Virginia.

Virtual Virginia: An online program offering flexible options for the provision of instruction to
students across the commonwealth, supplementing the course offerings of schools to meet
their students’ needs.

Workforce Development: Programs and initiatives designed to improve the skills of the
workforce, enhancing employability and meeting the needs of employers.
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The GO Virginia Region 4/Greater Richmond area has established itself as a growing hub for IT
and related industries. However, to remain competitive in an increasingly globalized and technol-
ogy-driven economy, it is crucial to benchmark against other comparable markets. This analysis
examines three regions — Northern Virginia, Raleigh-Durham and Austin — known for their strong
IT ecosystems. It also identifies insights and strategies that Region 4 can adopt to enhance its
competitive edge.

Northern Virginia

* Qverview: Northern Virginia is a leading IT and cybersecurity hub, hosting federal agencies,
defense contractors and major tech firms such as Amazon Web Services. The region’s
proximity to Washington, D.C., and robust fiber-optics infrastructure have made it a global leader
in data centers, earning it the nickname Data Center Alley.

e Strengths:

* High concentration of IT jobs (approximately 25% of the workforce is tech related).
* Strong educational pipeline with institutions such George Mason University and Virginia
Tech’s Innovation Campus.
* Dense presence of government contracts, driving growth in cybersecurity and cloud
computing.
* Lessons for Region 4:

» Data Center Incentives: Position Richmond as a cost-effective alternative for data-center
expansions, leveraging its competitive utility rates and proximity to major transatlantic cables.

e Cybersecurity Training: Partner with regional universities to replicate Northern Virginia’s focus
on cybersecurity certifications and programs to address workforce gaps.

* Marketing Strategy: Enhance national branding efforts by promoting Richmond as a
secondary hub for federal IT contractors seeking lower costs.

Raleigh-Durham, N.C. (Research Triangle)

* Qverview: The Research Triangle is a global leader in IT innovation, research and development.
With three top-tier universities (Duke, UNC—-Chapel Hill and NC State), the region benefits from
a steady pipeline of talent and a culture of entrepreneurship.

e Strengths:

* Home to tech giants such as Cisco, IBM and Red Hat.
* Strong startup ecosystem supported by venture capital and incubators.
* Collaborative initiatives between academia, industry and government (e.g., Research Triangle
Park).
* Lessons for Region 4:

* Startup Ecosystem: Expand incubators and accelerators in Region 4 to attract and nurture
tech startups, modeled after Research Triangle Park.
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e University Partnerships: Strengthen partnerships between Richmond’s universities (e.g., VCU,
VSU, University of Richmond) and local businesses to create joint research opportunities
and talent pipelines.

e Venture Capital: Collaborate with investors to create a regional tech investment fund to
support innovation.

Austin, Texas

Overview: Known as Silicon Hills, Austin has emerged as a vibrant tech hub attracting both
startups and established tech firms. The city offers a thriving quality of life, strong cultural
appeal and significant investment in tech infrastructure.

Strengths:

* Diverse tech ecosystem, hosting companies such as Dell, Tesla and Oracle.
» Consistently ranks high for job growth and economic resilience.

* Low taxes and a business-friendly regulatory environment.

Lessons for Region 4:

* Talent Retention: Austin invests heavily in quality-of-life factors to retain tech talent, such as
affordable housing, cultural events and outdoor amenities. Richmond could enhance its
appeal by addressing rising housing costs and promoting lifestyle benefits.

* Event Strategy: Host high-profile tech conferences and festivals, similar to Austin’s SXSW, to
attract global attention and showcase local innovation.

* Public-Private Collaboration: Increase collaboration between public agencies and private
companies to codevelop infrastructure and tech hubs.

m Northern Virginia Raleigh-Durham m Greater Richmond

IT Workforce Size 300,000+ 100,000+ 85,000+ 36,000+
Median IT Wages $120,000+ $105,000+ $110,000+ $95,000
Cost of Living High Moderate Moderate Moderate
University Influence High (Virginia Tech, High (UNC, Duke, Moderate (UT Moderate (VCU,
. GMU) NCSU) Austin) VSU, UR)
Startup Ecosystem Emerging Strong Strong Developing
LT EEL Global Leader Moderate Moderate Emerging
Presence

Positioning Richmond as a Cost-Effective Alternative:
* Promote Region 4’s lower costs compared to Northern Virginia’s while emphasizing proximity to
the same federal and commercial opportunities.

Enhancing Talent Development:
* Create a regional flagship initiative akin to Virginia’s Tech Talent Investment Program to increase
the output of IT graduates and skilled workers.

Investing in Quality of Life:
* Follow Austin’s example by promoting regional lifestyle benefits, including cultural amenities,

outdoor recreation and family-friendly initiatives, to attract and retain talent.
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Building Regional Branding:
* Launch a focused campaign showcasing Region 4 as a rising IT hub, emphasizing its
connectivity, affordability and innovation ecosystem.

Encouraging Collaboration:
* Develop programs that foster collaboration between universities, startups, and large firms,
modeled after Raleigh-Durham’s Research Triangle Park approach.

Expanding Infrastructure for Innovation:
* Incentivize the creation of innovation districts, shared coworking spaces and advanced research
facilities to spur growth in emerging tech sectors such as Al and cybersecurity.

By leveraging these insights and learning from successful models in Northern Virginia, Ra-
leigh-Durham, and Austin, Region 4 can position itself as a competitive and attractive destination
for IT talent and businesses, fostering sustained economic growth and innovation.
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A major challenge in IT workforce development is the significant pay disparity between educators
in PK-12 and higher education institutions and their counterparts in the private sector. IT profes-
sionals with in-demand skills — such as cybersecurity, software development and artificial intelli-
gence— can often earn considerably higher salaries in industry roles than they would as teachers
or professors. This wage gap has several adverse effects on education and workforce readiness.

Difficulty in Attracting and Retaining IT Educators
* Many educational institutions struggle to hire instructors with industry experience due to
noncompetitive salaries.

e High turnover rates occur when educators leave teaching for better-paying industry positions,
disrupting student learning and program stability.

Declining Quality of IT Education
* Without competitive pay, fewer qualified professionals enter teaching, leading to outdated
curricula that do not align with evolving industry standards.

* Schools and colleges may rely on educators who lack real-world IT experience, which limits
students’ exposure to current trends and best practices.

Inconsistencies in Pay Within Education
* Despite covering similar foundational content, high school IT teachers often earn significantly
less than college-level instructors.

* Community college faculty salaries lag behind four-year institutions’ despite their critical role in
workforce-aligned IT training.

Broader Workforce Implications

 |f students do not receive instruction from industry-aligned educators, they may graduate without
the skills employers need, widening the skills gap.

* Employers may turn to alternative sources, such as coding bootcamps or self-taught
professionals, bypassing traditional educational institutions.

* Industry-Education Partnerships — Businesses could provide funding, guest lecturers or faculty
sponsorships to supplement educator salaries.

* Incentive Programs — States and institutions could offer retention bonuses, professional
development stipends or competitive salary adjustments to IT educators.

» Hybrid Teaching Models — Encouraging part-time teaching from active industry professionals
can bring real-world experience into classrooms.

e Public Investment in IT Educators — Workforce development grants or state-funded salary
enhancements could support IT faculty recruitment and retention.



Addressing pay disparities is critical to ensuring that IT programs remain competitive, relevant and
capable of preparing students for the evolving demands of the workforce. Strengthening com-

pensation structures and leveraging industry collaborations can help bridge this gap, benefiting
students and employers.
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In response to discussions from an April 2025 GO Virginia Region 4 Board meeting and sugges-
tions from community leaders, RVA Rising presents itself as a strategic partner for fostering collab-
oration and governance around Information Technology (IT) in the Richmond region.

RVA Rising is a long-term, collaborative initiative aimed at ensuring that every individual in the
Richmond region can thrive. Driven by data and community input, RVA Rising brings together
people and institutions to pursue strategies that create systemic change and increase economic
mobility for all. The initiative operates through a collective impact framework, emphasizing commu-
nity engagement, data-driven strategies, and systemic change across five pillars: Opportunity-Rich
& Inclusive Neighborhoods, High-Quality Education, Rewarding Work, Healthy Environment & Ac-
cess to Good Health Care, and Responsive & Just Governance. (https://planrva.org/wp-content/
uploads/RVA-Rising.pdf)

RVA Rising’s emphasis on equitable access, community engagement, and systemic change aligns
seamlessly with the principles of responsible IT governance. The initiative’s collaborative approach
and established networks position it as an ideal convener for regional IT discussions, ensuring that
IT deployment and policies are inclusive and beneficial to all community segments.

Formal Collaboration:
Establish a partnership between TPI IT and RVA Rising to co-develop IT governance frameworks
prioritizing equity, accessibility, and community engagement.

Shared Data Infrastructure:
Leverage RVA Rising’s data-driven approach to create a shared IT infrastructure that supports
regional planning, service delivery, and performance monitoring.

Community Engagement:

Utilize RVA Rising’s established community engagement channels to involve diverse
stakeholders in IT decision-making processes, ensuring that policies and initiatives reflect the
needs and perspectives of all community members.

Capacity Building:
Collaborate on training and development programs to build IT capacity within local
organizations and communities, fostering a more inclusive and skilled IT workforce.

By aligning with RVA Rising, TPI IT can enhance its efforts to create a more equitable and collabo-
rative IT governance structure in the Richmond region.
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